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Chapter 1. Preface

1.1. What this Book Covers

The primary focus of this book is the presentation of Nuxeo EP and DM, from the perspective its
administration and exploitation.

1.2. What this book doesn't cover

This book is not an end-user or developer manual for Nuxeo. If you are interested in such a document, we
recommend that you get it from ht t p: / / doc. nuxeo. or g/ .

1.3. Target Audience

Asaadministration guide for the Nuxeo platform, this book has several intended audiences:

» System integrators, who need to understand how to configure and adapt the Nuxeo platform to their
customers needs.

» System administrators, who need to understand how to configure the platform for the specific needs of
their hosting environment.

» Core developers, who work on the platform and need an administration documentation.

Readers of this book are presumed familiar with the Java EE and XML technologies.

1.4. About Nuxeo

Founded in 2000, Nuxeo SA is part of the "second wave" of open source companies, and focuses on developing
and supporting applications, instead of system software or development tools.

By entering the ECM field early in 2002, Nuxeo has established itself as the |eader of open source ECM, with
customers for critical projectsin the Government, Energy and Finance sectors. Nuxeo currently has 50
employees, about half of them developers.

Nuxeo has customers and partners in Europe, in Northern and Southern America, in the Middle East and in
Africa

1.5. About Open Source

Simply put, Open source is a better way to develop and support software.

Nuxeo fully embraces the open source vision, by fostering collaboration with a community of external
contributors.

Nuxeo EP 5.3 2



Chapter 2. Introduction

This chapter will give you an overview of ECM and the motivation for using the Nuxeo platform in your next
ECM project.

2.1. Enterprise Content Management

According to the AlIM, the Association for Information and Image Management, ECM is defined as "the
technologies used to capture, manage, store, preserve, and deliver content and documents related to
organizational processes’.

2.1.1. Why ECM?

A March 2005 white paper on “ The Hidden Costs of Information Work” by the IDC in the United States found
that the average office employee spent approximately one day per week organizing and filing documents that
they used. This can equate to a considerable amount of cost and inefficiency. A further twelve hours was spent
on managing document approval, managing document routing and publishing to other channels. Nine hours
was spent searching for documents.

2.2. The Nuxeo ECM platform

2.3. Introduction FAQ

2.3.1. What are Nuxeo EP 5, Nuxeo EP and Nuxeo RCP?

Nuxeo EP 5 is the 5th version of the open source platforms developed by Nuxeo (the four previous ones where
known as"CPS").

Nuxeo EP or "Enterprise Platform"” is the server part of Nuxeo EP 5. It is a Java EE application intended to run
in astandard Java EE 5 application server like JBoss. It can be accessed by end users from aweb browser, from
office productivity suites like MS-Office or OpenOffice.org, or from rich client developed using the Nuxeo
RCP technology (see below).

Nuxeo RCP or "Rich Client Platform" is a platform for building rich client applications, that usually connect to
aNuxeo EP server.

Nuxeo EP and Nuxeo RCP run on top of acommon runtime, “"Nuxeo Runtime", and share a common set of
core components, called "Nuxeo Core".

2.4. Intended audience

2.5. What this book covers

Part 1: Introduction
Part 2:
Part 3:
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Chapter 3. General Overview

3.1. Introduction

3.1.1. Architecture Goals

When we started building Nuxeo EP, we defined several goals to achieve. Because these goals have a structural
impact on Nuxeo EP platform it isimportant to understand them: it hel ps understanding the logic behind the
platform.

3.1.1.1. Flexible deployment on multiple targets
An ECM platform like Nuxeo EP can be used in alot of different cases.

The deployment of Nuxeo EP must be adapted to all these different cases:
» Standard ECM web application

Thisisthe most standard use case. The web browser is used to navigate in content repositories.

» All services are deployed on an Application server

 Inorder to be easily hostable, the platform needs to be compatible with several application servers
» Complex edition or rich media manipulation

In this case having arich client that seamlessly communicates with other desktop applications and offers
arich GUI is more comfortable than a simple web browser.

* Interface is deployed on arich client on the user desktop
* Services and storage are handled on the server
» Offline usage

In some cases, it is useful to be able to manipulate and contribute content without needing a network
connection.

» GUI and some services (like alocal repository) need to be deployed on the client side
» Server hosts the collaborative services (like the workflow) and the central repository
* Distributed architecture

In order to be able to address the needs of |arge decentralized organizations, Nuxeo EP must provide a
way to be deployed on several servers on several locations

 Scale out on severa servers

» Dedicate serversto some specific services

» Have one unique Web application accessing several decentralized repositories
» Use Nuxeo EP components from another application

When building a business application, it can be useful to integrate services from Nuxeo EP in order to
address all content oriented needs of the application.

* Provide web service API to access generic ECM services (including repository)

Nuxeo EP 5.3 5



General Overview

» Provide EJB3 remoting API to access generic ECM services (including repository)

* Provide POJO API to generic ECM services

There are certainly alot of other use cases, but mainly the constraints are:

» Be able to choose the deployment platform: POJO vs Java EE
Asfirst deployment targets we choose
» Eclipse RCP: arich client solution that uses a POJO (OSGi) component model
» JBoss Application Server: a Java EE 5 compliant application server
» Be able to choose the deployment location of each component: client side vs server side

Theideaisto be able to deploy a component on the server side or on the client side without having to
change its code or its packaging

3.1.1.2. Leverage CPS experience

Before building Nuxeo EP we worked during several years on the Zope platform with the CPS solution. CPS
was deployed for alot different use cases and we learned alot of good practices and design patterns. Although
Nuxeo EPisafull rewrite of our ECM platform, we wanted to keep as many of the good CPS concepts as
possible.

» Concept of schemas and documents

Inside CPS most of the data manipulated was represented by a document object with a structure based on
schemas.

This concept is very interesting:
» Schemas enforce structure constraints and data integrity but also permit some flexibility.

When defining a schema you can specify what fields are compulsory, their data types etc, but you can
also define some flexible parts of the schema.

» Share API and Ul components for Documents, Users, Records ...

Because the Document/Schema model is very flexible it can be used to manipulate different types of
data: like Users, Records and standards documents.

From the devel oper's perspective this permits using the same APl and be able to reuse some Ul
components

From the users perspective it gives the application some consistency: because the same features and
GUI can be used for all the data they manipulate.

e Actionsand Views

Because CPS was very pluggable, it was possible to easily define different views for each document type
and also to let additional components contribute new actions or views on existing documents.

Nuxeo EP has asimilar concept of views and actions, even if technically speaking the technologies are
different.

* Lazy fetching and caching

Because ECM applications make a very intensive use of the repository and often need to fetch alot of
different documents to construct each page, the way the document retrieval is handled if very important

Nuxeo EP 5.3 6



General Overview

to have a scalable application.

With CPS we worked alot on caching and lazy fetching.

With Nuxeo EP we incorporated this requirement from the beginning:
 Distributed caching

* Lazy fetching on schemas and fields

3.1.1.3. Extensible platform based on components

CPS was constructed as a set of pluggable components relying on a common platform. This modularity has
been maintained in the new platform. Deploying a new feature or component on the new platform is as simple
asit wason the old one.

This requirement has a huge impact on the platform because the Java packaging model and the Java EE
constraints are not directly compatible with it.

Adding anew component should be as simple as dropping afile or an archive in some directory without having
to rebuild nor repackage the application.

Thisisimportant from the administrator point of view: be able to easily deploy new features.

Thisis also very important from the support point of view: to be able to deploy customized components without
taking the risk of forking the platform, and maintaining the possibility to upgrade the standard components.

3.1.1.4. Easily accessible development framework

The CPS framework was powerful but we know it was very complex to use. Not only because of the unusua
CMF/Zope/Python programming model, but also because there was alot of different concepts and you had to
understand them all to be able to leverage the platform when building a new application on top of it.

Nuxeo EP aims at simplifying the task of the devel oper
 Clearly separate each layer

Theideaisto clearly separate presentation, processing and storage so that devel opers can concentrate on
their task.

» Offer plugin APl and SPI

Nuxeo EP is constructed as a set of plugins so you can modify the behavior of the application by just
contributing anew plugin. Thisis simpler because for common tasks we will offer asimple plugin API
and the devel oper just has to implement the given interface without having to understand each part of the
platform.

* Rely on JAVA standards

We try to follow as much as possible all the Java standards when they are applicable. Thiswill allow
experienced Java devel opers to quickly contribute to the Nuxeo EP platform.

3.1.1.5. Leverage Java open source community

We know what it's like to have to build and maintain an entire framework starting from the application server.
With the switch to the Java technology, we will use as many existing open source components as possible and
focus on integrating them seamlesdly into the ECM platform. Nuxeo EP is a complete integrated solution for
building an ECM application, but Nuxeo won't write al infrastructure components. This approach will also
make the platform more standards compliant.
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Thus devel opers can optimize their Javal JEE and open source experience to use Nuxeo EP.

3.1.1.6. Make the platform ready for Sl integration

Because ECM applications often need to be deeply integrated into the existing SI, Nuxeo EP will be easily
integrable

» API for each reusable service or component

Depending on the components, this API could be POJO, EJB3, or WebService, and in most casesit will
be available in the three formats.

 Pluggable hooks into Nuxeo EP

This mainly means synchronous or asynchronous events listener that are a great place to handle
communication and synchronization between applications.

3.1.1.7. Future-proof design
The Nuxeo EP platform was rewritten from the ground up with the switch to Java. But we don't plan to do this

kind of work every couple of years, it won't be efficient neither for us, nor for the users of the platform. For that
reason, we choose innovative Java technologies like OSGi, EJB3, JSF, Seam ...

3.1.2. Main concepts and design

All the design goals explained just before have a huge impact on the Nuxeo EP architecture. Before going into
more details, here are the main concepts of Nuxeo EP architecture.

3.1.2.1. Layered architecture

Nuxeo EP isbuilt of severa layers, following at least the 3 tiers standard architecture

» Presentation layer
Handles GUI interactions (in HTML, SWT ...)
» Servicelayer

Service stack that offers al generic ECM services like workflow, relations, annotations, record
management...

» Storage layer

Handles all storage-oriented services like document storage, versioning, lifecycle.....

Depending on the components, their complexity and the needed pluggability, there can be more than 3 layers.

This layering of al the components brings Nuxeo EP the following advantages

» The ahility to choose the deployment target for each part of a component

By separating clearly the different parts of afeature, you can choose what part to deploy on the client and
what part to deploy on a server.

» Clear API separation
Each layer will provideits own APl stack

« Components are easier to reuse
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Because the service and storage layers are not bound to a GUI, they are more generic and then more
reusable

Thanks to this separation in component families you can easily extract from Nuxeo EP the components you
need for your application.

If you need to include Document storage facilities into your application you can just use Nuxeo EP Core: It will
offer you all the needed features to store, version and retrieve documents (or any structured but flexible
dataset). If you also need process management and workflow you can also use Nuxeo EP Workflow service.

And findly, if you want to have a Web application to browse and manage your data, you can reuse the Nuxeo
EP Web layer.

3.1.2.2. Deployment services

The targeted platform does not provide the same mechanism to handle al the deployment tasks:
» Packaging (Java EE vs OSGi)

» Dependency management

» Extension management

Because of these differences, Nuxeo EP provides a unified deployment service that hides the specificity of the
target platform. Thisis also away to add a pluggable component deployment system to some platforms that
don't handle this (like Java EE).

Thisis one of the motivating factors for the Nuxeo Runtime that will be briefly introduced later in this
document.

3.1.2.3. Extensible component model
In Nuxeo EP, an ECM application is seen as an assembly of components.

This assembly will include:

» Existing generic Nuxeo EP Components
» Extensions or configurations contributing to generic Nuxeo EP components

* Specific components and configuration

Inside Nuxeo EP each feature is implemented by one or several reusable components and services. A feature
may be implemented completely at storage level, or may require a dedicated service and a dedicated GUI.

Nuxeo EP Web application is a default distribution of a set of ECM components. This can be used "asis" or
can be the base for making a business ECM application.

* If you need to remove afeature

Just remove the component or deploy a configuration for disabling it.
« If you need to change the default behavior of one component

Y ou can deploy a new configuration for the component .

» Declare anew Schema or define a document type

» Configure the versioning policy

» Deploy new workflow
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This configuration may use an extension point to contribute to the new behavior (see Section 3.3.2,
“Extensible component model”, Section 3.3.2.2, “Extension points’ and the chapter on extension points
in the Learning Nuxeo EP5 Guide. ) .

 Contribute a new security policy

+ Contribute a new event handler

» Deploy anew View on adocument

« If you need to add a completely new feature you can make your own component.

First check that there is no generic Nuxeo EP component available that could help you in your task (all
components are not deployed in the default webapp).

3.1.2.4. Use of innovative Java EE technology

Hereisaquick list of the Javatechnology we use inside Nuxeo EP platform:
* Java5

» JavaEE 5: JSF and EJB3
» OSGi component model
» A lot ainnovative open source projects

e JBoss Seam, Trinidad and Ajax4JSF on the web layer

jBPM for the default workflow engine implementation

* Lucenefor the default search engine implementation

Jackrabbit JSR-170 repository for the default storage back end implementation

JenaRDF for the relation framework

3.2. Nuxeo 5 Architecture Overview

The figure below shows a high level overview of the Nuxeo 5 Architecture that will be discussed in the sections
below. The sections that follow will discuss:

i. The Nuxeo Runtime (Section 3.3, “Nuxeo Runtime: the Nuxeo EP component model”)
ii. The Nuxeo Core Layer (Section 3.5, “Core Layer overview”)
iii. The Nuxeo Service/Platform Layer (Section 3.6, “ Service Layer overview”)

iv. The Web Presentation Layer ( Section 3.7, “Web presentation layer overview”) - shown in the figure as
either aweb interface or rich client interface implementation
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3.3. Nuxeo Runtime: the Nuxeo EP component model

3.3.1. The motivations for the runtime layer

Building the Nuxeo Runtime was one of the first tasks we started. Thisis one of the main infrastructure
components of the Nuxeo EP architecture.

This section will give you a quick overview of the Nuxeo Runtime. A more detailed technical presentation can
be found in ??? of this book.

3.3.1.1. Host platform transparency

Because most Nuxeo EP components are shared by Nuxeo RCP (OSGI/RCP) and Nuxeo EP (JavaEE), an
abstraction layer is required so the components can transparently use the components services independently
from the underlying infrastructure.

Nuxeo Runtime provides an abstraction layer on top of the target host platform. Depending on the target host
platform, this Runtime layer may be very thin.

Nuxeo Runtime already supports Equinox (Eclipse RCP OSGi layer) and JBoss 4.x (IMX). The port of Nuxeo
Runtime to other Java EE application serversisin progress, we aready have a part of Nuxeo EP components
that can be deployed on top of SUN Glassfish application server. Technically speaking, the port of Nuxeo
Runtime could be done on any JEE5 compliant platform and will be almost straightforward for any platform
that supports natively the OSGi component model.

3.3.1.2. Overcome Java EE model limitations

Java EE is agreat standard, but it was not designed for a component based framework: it is not modular at all.
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» Java EE deployment model limitations
» Most Java EE deployment descriptors are monolithic
For example, the web.xml descriptor isaunique XML file. If you want to deploy an additional
component that needs to declare a new Java module you are stuck. Y ou have to make one version of
the web.xml for your custom configuration. For the Nuxeo EP platform, this constraint is not possible:
« Components don't know each other
Because there are alot of optional components, we can't have a fixed configuration that fits all.
» We can make aversion of the web.xml for each possible distribution

There are too many optional components to build one static web.xml for each possible combination.

This problem with the web.xml is of course also true for alot of standard descriptors (application.xml,
faces-config.xml, persistence.xml, gib-jar.xml ....)

» Onearchive for one web application

We have here the exact same problem as with the web.xml. additional components can contribute new
web pages, new web components ... We can have a monoalithic web archive.

* No dependency declaration
Inside Java EE there is no standard way to declare the dependency between components.

Because Nuxeo EP is extensible and has a plugin model, we need that feature. A contribution is
dependent on the component it contributes to:

» Contribution is only activated if/when the target component is activated
« The contribution must be deployed after the target component asit may override some configuration
 Java EE component model limitations
» Unable to deploy a new component without rebuilding the whole package
If you take a .ear archive and want to add a new component, you have to rebuild anew ear.

» No support for versioned components

Nuxeo Runtime provides an extensible component model that supports all these features. It also handles the
deployment of these components on the target host platform.

3.3.2. Extensible component model

Nuxeo Runtime provides the component model for the platform.

This component model is heavily based on OSGi and provides the following features:

 Platform diagnostic component model
Can be deployed on POJO and Java EE platforms
 Supports dependencies management

Components explicitly declare their requirements and are deployed and activated by respecting the
inferred dependency chain.

* Includes a plugin model
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To let you easily configure and contribute to deployed components
* A POJO test environment

Nuxeo Runtime components can be unit tested using JUnit without the need of a specific container.

3.3.2.1. The OSGi component model

OSGi (Open Services Gateway initiative) is agreat standard for components based Java architecture.

OSGi provides out of the box the following features:

» Dependencies declaration and management

A component gets activated only when the needed requirements are fulfilled
» Modular deployment system

» Manage bundles

» Manage fragments (sub parts of a master bundle)

» an OSGi bundle can define one or several services

» A system to identify and lookup a component

For Nuxeo EP, the OSGi standard provides alot of the needed features. This is the reason why Nuxeo Runtime
is based on OSGi. In fact Nuxeo Runtime component model is a subset of the OSGi specification.

To ensure platform transparency, Nuxeo Runtime provides adapters for each target platform to help it support
OSGi components.

» This adapter layer is very thin on Equinox (Eclipse RCP) since the underlying platform is already OSGi
compliant.

» This adapter may be more complex for platforms that are not aware of OSGi (JBoss 4.x or Glassfish)

In this case, the runtime adapter will handle all OSGi logic and deploy the components as native platform
components. For example, on JBoss 4.x, Runtime components are deployed as IMX MBeans.

3.3.2.2. Extension points

OSGi does not define a plugin model, but the Eclipse implementation (Equinox) does provide an extension
point system.

Because we found many benefits in the Eclipse Extension Point system, Nuxeo Runtime also includes an
Extension Point system. In other words, the underlying mechanism which allows extension points to be
implemented in Nuxeo EP, has been built into the Nuxeo EP runtime and core.

An extension point is away to declare that your component can be customized from the outside:

 Contribute configuration
Activate or deactivate a component. Define resources for a given service.
 Contribute code and behavior

Extension points also give you the possibility to register plugins
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Basically every Nuxeo Component can:

declare its dependencies
The component will also be activated after all needed components have been activated
declare exposed extension points

Each component can define extension points that other components can use to contribute configuration
or code.

declare contribution to other components

Extension points and contributions to extension points are defined using a XML descriptor that has to be
referenced in the MaANI FEST. MF. For a more detailed understanding of extension pointsin Nuxeo EP, we
recommend reading the Learning Nuxeo EP5 guide.

3.3.2.2.1. Some examples of extension point usage

Inside Nuxeo 5, extension points are used each time a behavior or a component needs to be configurable or
pluggable.

Here are some exampl es of extension points used inside the Nuxeo 5 platform.

Schemas and document types

Inside Nuxeo 5 a document structure is defined by a set of XSD schemas. Schemas and Document Types
are defined using an extension point.

Storage repository

Nuxeo core stores documents according to their type but independently of the low level storage
back-end. The default back-end is Jackrabbit JCR implementation. Nuxeo Core exposes an extension
point to define the storage back-end. We are working on another repository implementation that will be
purely SQL based.

Security Management

Nuxeo include a security manager that checks access rights on each single operation. The extension point
system allow to have different implementation of the security manager depending on the project
requirements:

» Enforce dataintegrity: store security descriptors directly inside the document

» Performance: store security descriptorsin an externalized index

 Corporate security policy: implement a specific security manager that will enforce business rules
Event handlers

Nuxeo platform lets you define custom Event handler for avery large variety of events related to content
or processes. The event handler extension mechanism gives a powerful way to add new behavior to an
existing application

» You can modify the behavior of the application without changing its code

» The development model is easy because you have avery simple Interface to implement and you can
use Nuxeo Core API to manipulate the data

» Event handlers can be synchronous or asynchronous

Nuxeo 5 itself uses the Event Handler system for alot of generic and configurable services
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» Automatic versioning: create a new version when a document is modified according to business rules
» Meta-data automatic update: update contributor lists, last modification date ...

» Meta-data extraction / synchronization: extract Meta-Datafrom MS-Officefile, Picture ....

3.3.2.2.2. Nuxeo 5 Platform development model

Nuxeo 5 development model is heavily based on the usage of extension points. When a project requires specific
features we try as much of possible to include it as an extension of the existing framework rather than writing
separated specific component. This means make existing services more generic and more configurable and
implement the project specific needs as a configuration or a plugin of a generic component using Extension
Points.

3.3.3. Flexible deployment system

Nuxeo Runtime also provides deployment services to manage how components are deployed and contribute to
each other

* Dependencies management

The dependencies are declared in the Mani FEST. MF and can a so be defined in XML descriptors that hold
contributions.

The Nuxeo Runtime orders the component deployment in order to be sure the dependencies are
respected. Components that have unresolved dependencies are ssmply not deployed

» Extension point contributions

XML descriptors are referenced in the MaNl FEST. MF. These descriptors make contributions to existing
extension points or declare new extension points.

» Each component has its own deployment-fragment
The deployment fragment defines
+ Contribution to configuration files
For example contribute a navigation rule to f aces- conf i g. xmi or amodule declaration to web. xni .

Nuxeo Runtime lets you declare template files (like web. xn , per si st ence. xnl ) and lets other
components contribute to these files.

* |nstallation instructions

Some resources contributions (like i18n files or web pages) need more complex installation
instructions because they need archives and file manipulations. Nuxeo Runtime provide basic
commands to define how your components should be deployed

Hereis asimple example of a deployment-fragment.

<fragnent >
<extension target="applicati on#¥MODULE" >
<nmodul e> <ej b>${bundl e. fi | eNane} </ ej b> </ nodul e>
</ ext ensi on>
<ext ensi on target="faces-confi g#VALI DATOR" >
<val i dat or >
<val i dat or - i d>dueDat eVal i dat or </ val i dat or -i d>
<val i dat or - cl ass>or g. nuxeo. ecm pl at f or m wor kf | ow. web. ui . j sf. DueDat eVal i dat or </ val i dat or - cl ass>
</val i dat or >
</ ext ensi on>
<install>
<l-- unzip the war tenplate -->
<unzip from="${bundl e.fil eNane}" to="/">
<i ncl ude>nuxeo. war/**</i ncl ude>
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</ unzi p>
<l-- create a temp dir -->
<I-- be sure no directory with that name exists -->

<del et e pat h="nxwor kfl owclient.tmp" />
<nkdi r pat h="nxworkfl owclient.tm" />
<unzip from="${bundl e.fil eNane}" to="nxworkflowclient.tnp">
<i ncl ude>0SG - | NF/ 1 10n/ **</i ncl ude>
</ unzi p>
<append from="nxwor kfl owclient.tnp/OSAE -1 NF/110n/ messages. properties”
t o="nuxeo. war/ VEEB- | NF/ cl asses/ nessages. properti es" addNewLi ne="true" />
<append from="nxworkfl owclient.tnp/OSGE -1 NF/|110n/ messages_en. properties”
t o="nuxeo. war / V.EB- | NF/ cl asses/ messages_en. properti es" addNewLi ne="true" />
<append fronF"nxwor kfl owclient.tnp/OSGE -1 NF/|10n/ messages_fr. properties”
t 0="nuxeo. war / WEB- | NF/ cl asses/ messages_fr. properti es" addNewLi ne="true" />
<append from="nxwor kfl owclient.tnp/ OSGE -1 NF/|110n/ nessages_de. properties"
t 0="nuxeo. war/ VEB- | NF/ cl asses/ nessages_de. properti es" addNewLi ne="true" />
<append from="nxworkfl owclient.tnp/OSGE -|NF/|110n/ messages_it.properties"
t 0="nuxeo. war/ V.EB- | NF/ cl asses/ nessages_it.properties" addNewLi ne="true" />
<del et e pat h="nxwor kfl owclient.tm" />
</install>
</fragnent >

3.4. Nuxeo EP layered architecture

3.4.1. Layers in Nuxeo EP

Nuxeo EP components are separated in 3 main layers. Core/ Service/ Ul

From the logical point of view each layer is a group of components that provide the same nature of service:

» Storage oriented services: Nuxeo Core
Nuxeo core provides al the storage services for managing documents
* Repository service
» Versioning service

* Security service

Lifecycle service

Records storage (directories)

» Content and process oriented services. Nuxeo Platform
Nuxeo provides a stack of generic services that handle documents and provide content and process
management features. Depending on the project requirement only a part of the existing services can be
deployed.
Typica Nuxeo EP platform services are:
» Workflow management service
» Relation management service

* Archive management service

» Notification service

» Presentation service: Ul Layer

The Ul layer isresponsible for providing presentation services like
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» Displaying aview of adocument
 Displaying available actions according to context
» Managing page flow on a process driven operation

These services can be very generic (like the action manager) but can also be directly tied to atype of
client (like the View generation can be bound to JSF/facelets for the web implementation)

The layer organization can also be seen as a deployment strategy

Thanks to the Nuxeo Runtime remoting features it is very easy to split the components on several JVMs. But
splitting some services can have a very bad effect on the global system performance.

Because of this, all the storage oriented services are inside the core. All components that have extensive usage
of the repository and need multiple synchronous interaction with it are located in the core. Thisis especialy
true for all synchronous event handlers.

The services layer can itself be split in multiple deployment units on multiple VMs.

On the Ul side all the services are logically deployed inside the same JVM. At least each VM must have the
minimum set of services to handle user interaction for the given application.

The components are also grouped by layers according to their dependencies.

Core Modules can depend on Core Internal API.

Generic ECM services can depend on Core external APl and can depend on external optional library (like
jBPM, Jena, OpenOffice.org ...).

Ul services canrely on aclient side API (like Servlet API) and share a common state associated to the user
session.

Layers are also organized according to deployment tar get.

The Core layer isa POJO Layer with an optional EJB facade. The core can be embedded in a client application.

The services are mostly implemented as POJO services so that they can be used as an embedded library. But
some of them can depend on typical Application Server infrastructure (like IMS or EJB).

Inside the Ul Layer most services are dedicated to atarget platform: web (JSF/Seam), Eclipse RCP or other.
Because the layer organization has several constraints, the implementation of a unique feature is spread across
severa layers.

Typically alot of these "transverse services' are split into several sub-componentsin each layer in order to

comply with deployment constraints and also to provide better reusability. For example, the Audit serviceis
made of 3 main parts which are split across 3 layers:

» Core Event <=> JMS bridge (Core Layer)

Forwards core events to JM S Bridge according to configuration.
» JMS Listener and JPA Logger (Service Layer)

Message driven bean that writeslogsin DB via JPA.

* Audit View (Ul Layer)
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Generates HTML fragment that displays all eventsthat occurred on a document.

3.4.2. APl and Packaging impacts

The layer organization can also be seen in the API.

3.4.2.1. Core API

Most of the components forming the core are exposed viathe Docunent Manager / Cor eSessi on interface. The
interfaces and dependencies needed to access the Core services are packaged in an APl package: even if there
are several Core components, you have only one dependency and API package.

Theideaisthat for accessing the core, you will only need to use the Docunent Manager to manipulate

Docunent Model S (the document object artifact). Some core services can be directly accessed viathe
Docunent Model (like the life cycle or security data).

3.4.2.2. Service Stack API
Each service exposesits own APl and then has its own API package. Service related data (like process data,

relation data) are not directly hosted by the DocumentM odel object but can be associated to it via adapters and
facets.

3.4.2.3. Ul API

The web layer can be very specific to the target application. Nuxeo EP provides a default web application and a
set of base classes, utility classes and pluggable services to handle web navigation inside the content repository.

3.4.2.4. Packaging
Most features are made of several Java projects and generate several Maven 2 artifacts.

Nuxeo packaging and deployment system (Nuxeo Runtime, Platform API, Maven ...) leverage this separation
to help you distributing the needed deployment unit according to your target physical platform.

3.5. Core Layer overview
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3.5.1. Features of Nuxeo Core

Nuxeo core provides al the storage services for managing documents.

» Schemaservice

Letsyou register XSD schemas and document types based on schemas.
* Repository service

L ets you define one or more repository for storing your documents.

* Versioning service
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Lets you configure how to store versions.
» Security service

Manages data level security checks
 Lifecycle service

Manages life cycle state of each document

3.5.2. Nuxeo Core main modules

3.5.2.1. Nuxeo Repository Service

The repository service lets you define new document repositories. Defining separate repositories for your
documents is pretty much like defining separate Databases for your records.

Because Nuxeo Core defines an SPI on repository, you can configure how you want the repository to be
implemented. For now, the default implementation uses JSR-170 (Java Content Repository) reference
implementation: Apache Jack Rabbit. In the future, we may provide other implementations of the Repository
SPI (like native SQL DB or Object Oriented DB).

Evenif for now thereis only one Repository implementation available, using JCR implementation, you can
configure how your data will be persisted: filesystem, xml or SQL Database. Please see "How to"s about
repository configuration (Chapter 7, RDBMS Sorage and Database Configuration).

When defining a new repository, you can configure:

* Thename.
» The configuration file

For JCR, it lets you define persistence manager.
» The security manager

Defines how security descriptors are stored in the repository (for now:
org.nuxeo.ecm.core.repository.jcr.JCRSecurityM anager)

» Therepository factory

Defines how the repository is created (for now:
org.nuxeo.ecm.core.repository.jcr.JCRRepositoryFactory)

3.5.3. Schemas and document types

The repository enforces data integrity and consistency based on Document types definition.

Each document type is defined by:

* A name.
» Anoptional super document type (inheritance)
* Alist of XSD schemas

Defines storage structure
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e A list of facets

Simple markers used to define document behavior.

Hereis asimple DocumentType declaration:

<ext ensi on target="org. nuxeo. ecm core. schema. TypeSer vi ce"
poi nt =" doct ype" >
<docunent ati on>The core docunent types</docunentation>
<doct ype nane="Fol der" extends="Docunent">
<schema nanme="common" />
<schema nane="dublincore" />
<facet nane="Fol derish" />
</ doct ype>
</ ext ensi on>

For further explanation on Schemas and Document types, please see ?77.

3.5.4. The life cycle associated with documents

Inside the Nuxeo repository each document may be associated with alife-cycle. The life-cycle defines the
states a document may have and the possible transitions between these states. Here we are not talking about
workflow or process, rather we are just defining the possible states of a document inside the system.

The Nuxeo Core contains a LifeCycleManager service that exposes several extension points:

« onefor contribution to the Life-Cycle management engine

(the default oneis called JCRLifeCycleManager and stores life-cycle related information directly inside
the JSR 170 repository)

« onefor contributing life-cycle definition

Thisincludes states and transitions. On 5.2, since 5.2.0, it is possible to define additional initial statesto
the default state, by adding a keyword to the state definition, for instance: <state name="approved"
description="Content has been validated" initial="true">. The desired initial state can be passed in the
document model context data used for creation: document.putContextData("initial LifecycleState",
"approved").

« onefor binding life-cycle to document-types

Hereisan example

<lifecycle name="default" lifecycl emanager="jcrlifecycl emanager"”
initial="project">

<transitions>
<transition name="approve" destinati onState="approved">
<descri pti on>Approve the content</description>
</transition>
<transition name="obsol ete" destinationState="obsol ete">
<descri pti on>Cont ent becones obsol et e</ descri pti on>
</transition>
<transition name="del ete" destinati onState="del eted">
<descri pti on>Move docunent to trash (tenporary del ete)</description>
</transition>
<transi ti on name="undel ete" destinationState="project">
<descri pti on>Recover the docunment from trash</description>
</transition>
<transiti on name="backToProject" destinati onState="project">
<descri pti on>Recover the docunent fromtrash</description>
</transition>
</transitions>

<st at es>
<state nane="project" description="Default state">
<transitions>
<transiti on>approve</transition>
<transition>obsol ete</transition>
<transi ti on>del ete</transiti on>
</transitions>
</ state>
<stat e nane="approved" description="Content has been validated">
<transitions>
<transition>del ete</transition>
<transi ti on>backToProj ect</transition>
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</transitions>
</state>
<stat e nane="obsol ete" description="Content is obsol ete">
<transitions>
<transi ti on>del ete</transiti on>
<transi ti on>backToProj ect</transiti on>
</transitions>
</ state>
<state nane="del et ed" description="Docunent is del eted">
<transitions>
<transition>undel ete</transition>
</transitions>
</ state>
</ st at es>

</lifecycle>

Life-Cycle serviceis detailed later in this document (??? and ?7?77?).

3.5.5. Security model

Note: Y ou may also want to read the chapter on "Access Control and Security" in the Learning Nuxeo EP5
Guide.

Inside the Nuxeo Repository security is aways checked when accessing a document.
The Nuxeo security model includes:
* Permissions
(Read, Write, AddChildren, ...).
Permissions management is hierarchical (there are groups of permissions)
» ACE: Access Control Entry
An ACE grants or denies a permission to a user or a group of users.
» ACL: Access Control List
AnACL isalist of ACEs.
» ACP: Access Control Policy

An ACPisastack of ACLs. We use ACP because security can be bound to multiples rules: there can be
astatic ACL, an ACL that is driven by the workflow, and another one that is driven by business rules.

Separating ACLs alows us to easily reset the ACP when a process or arules does not apply any more.
Inside the repository each single document can have an ACP. By default security descriptors are inherited from
their parent, but inheritance can be blocked when needed.

The security engine also lets you contribute custom policy services so that security management can include
business rules.

The security model and policy service are described in detail later in this document.

3.5.6. Core events system

When an event occursinside the repository (document creation, document modification, efc...), an event is sent
to the event service that dispatches the notification to its listeners. Listeners can perform any number of actions
when receiving an event, which may include modifying the document on the fly.
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As an example, part of the dublincore management logic isimplemented as a CoreEvent listener: whenever a
document is created or modified, the "creation date", "modification date", "author" and "contributors" fields are
automatically updated by a CoreEvent Listener.

The Core Events system is explained in more detail later in this document (see ??? and ???) and in the Learning
Nuxeo EP5 guide.

3.5.7. Query system

The Repository supports a Query API to extract Documents using SQL like queries.

NXQL (the associated Query Language) is presented later in this document (see ?77?).

3.5.8. Versioning system

The documentsin the repository can be versioned.

Nuxeo Core provides:

A pluggable version storage manager
This lets you define how versions are stored and what operations can be done on versions
* A pluggable versioning policy

Thislets you define rules and logic that drive when new versions must be created and how version
numbers are incremented.

The versioning system is explained in details later in this document (see ?7?).

3.5.9. Repository and SPI Model

Nuxeo Core exposes arepository API on top of Jackrabbit JSR170 repository.

Nuxeo repository isimplemented using an SPI and extension point model: this basically means that a non JCR
based repository plugin can be contributed. In fact, we have already started a native SQL repository
implementation (that is not yet finished because we have no direct requirement for such arepository).

Nuxeo core can server several repository: it provides a extension point to declare an additional repository: this
means a single web application can use several document repositories.

3.5.10. DocumentModel

Inside Nuxeo EP and especially inside the Core API the main data object is a Document.
Inside Nuxeo Core API, the object artifact used to represent a Document is called a DocumentMaodel.

The DocumentModel artifact encapsul ates several useful features:

» Data Access over the network

the DocumentModel encapsulates all access to a Document's internal fields, and the DocumentModel can
be sent over the network

» DocumentModel supports lazy loading
When fetched from the Core, a DocumentModel does not carry al document related information. Some

data (called prefetch data) are always present, other datawill be loaded (locally or remotely) from the
core when needed.
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Thisfeatureis very important to reduce network and disk 1/0 when manipulating a Document that
contains alot of big blob files (like video, music, images....) .

» DocumentModel uses Core Streaming Service

For files above 1 MB the DocumentModel uses the Core Streaming service.
» DocumentModel carries the security descriptors

ACE/ACL/ACP are embedded inside the DocumentM odel
» DocumentModels support an adapter service

In addition to the data oriented interface, a DocumentModel can be associated with one or more Adapters
that will expose a business oriented interface.

» DocumentModels embed lifecycle service access
» DocumentModels can have facets

Facets are used to declare a behavior (Versionnable, HiddenlnNavigation, Commentable...)

A DocumentModel can be located inside the repository using a DocumentRef. DocumentRef can be an |dRef
(UUID in the case of the JCR Repository Implementation) or PathRef (absolute path).

DocumentModels also hold information about the Type of the Document and a set of flags to define some
useful characteristics of the Document:

* isFolder

Defines if the targeted document is a container
* isVersion

Definesif the targeted document is an historic version
* isProxy

Definesif the targeted document is a Proxy (see below)

3.5.11. Proxies

A Proxy isa DocumentModel that points to a another one: very much like a symbolic link between 2 files.

Proxies are used when the same document must be accessible from several locations (paths) in the repository.
Thisistypicaly the case when doing publishing: the same document can be visible in several sections (note:
'section’ here has a special meaning as defined in the Nuxeo User Guide). In order to avoid duplicating the data,
we use proxies that point to same document.

A proxy can point to a checked out document (not yet associated to aversion label) or to aversioned version
(typical use-case of publishing).

The proxy does not store document data: all data access are forwarded to the source document. But the Proxy
does holds:

* itsown security descriptors

* jts own DocumentRef
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3.5.12. Core API

TODO

3.6. Service Layer overview

3.6.1. Role of services in Nuxeo EP architecture

The service layer isan ECM services stack on top of the Nuxeo Repository. In asense, the Repository itself is
very much like any service of thislayer, it just plays a central role.

This service layer is used for :

* adding new generic ECM services (Workflow, Relations, Audit ...)
» adding connectors to existing external services

» adding dedicated project-specific components when the requirements can not be integrated into a generic
component

This service layer provides the API used by client applications (Webapp or RCP based applications) to do their
work.

This meansthat in this layer, services don't care about Ul, navigation or pageflows: they simply explore an API
to achieve document oriented tasks.

3.6.2. Services implementation patterns

Nuxeo platform provides alot of different services, but they all fellow the same implementation pattern. This
basically means that once you understand how works one service, you amost know how they all work.

Aswith everything in the Nuxeo Platform the services use the Nuxeo Runtime component model.

A generic service will be composed of the following packages :

* An APl package (usualy called nuxeo-platform-XXX-api)
Contains all interfaces and remotable objects.
This package is required to be able to call the service from the same JVM or from aremote JVM.

Y ou can view these in your Nuxeo server installation directory if you are curious
(/nuxeo/server/default/depl oy/nuxeo.ear/system/ - assuming you have your server installed in /nuxeo).

» A POJO Runtime component (usually called nuxeo-platform-XXX-core)

The Runtime component will implement the service businesslogic (ie: implement the API) and also
expose Extensions Points.

All the extensibility and pluggability is handled at runtime component level. This for example means that
the API can be partially implemented via plugins.

» A EJB3 Facade (usually called nuxeo-platform-X X X -facade)
The facade exposes the same API as the POJO component.
The target of thisfacadeisto:

 provide EJB3 remoting access to the API
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* integrate the service into JEE managed environment (JTA and JAAS)
* leverage some additional features of the application server like IMS and Message Driven Bean

* provide state management via Stateful Session Beans when needed

Typically, the POJO module will be a Nuxeo Runtime Component that inherits from DefaultComponent,
provides extension points and implements a Service Interface.

public class RelationService extends Defaul t Conponent
i npl enents Rel ati onManager { ...}

The deployment descriptor associated with the component will register the component, declare it as service
provider and it may also declare extension points

<?xm version="1.0"?>
<conponent nane="org. nuxeo.ecm platformrel ations. services. Rel ati onServi ce">
<i nmpl ementati on class="org. nuxeo.ecmplatformrel ations. services. Rel ati onServi ce" />
<servi ce>
<provi de interface="org. nuxeo.ecmplatformrel ations. api . Rel ati onManager" />
</ servi ce>
<l-- declare here extension points -->
</ conponent >

The facade will declare an EJB that implements the same service interface. In simple cases, the implementation
simply delegates calls to the POJO component.

The facade package will also contain a contribution to the Runtime Service management to declare the service
implementation.

<?xm version="1.0" encodi ng="UTF-8"?>
<conponent nane="org. nuxeo.ecm platformrel ati on. service. bi nding. contrib">
<extensi on target="org.nuxeo.runtinme.api.Servi ceManagenent" poi nt="servi ces">
<docunent ati on> Define the Relation bean as a platform service. </docunentation>
<servi ce class="org. nuxeo.ecmplatformrel ations. api . Rel ati onManager" group="platfornm relations">
<l ocat or >%Rel at i onManager Bean</ | ocat or >
</ servi ce>
</ ext ensi on>
</ conponent >

Thanks to this declaration the POJO and the EJB Facade can now be used for providing the same interface
based on a configuration of the framework and not on the client code.

This configuration is used when deploying Nuxeo components on several servers. platform configuration
provides away to define service groups and to bind them together on physical servers.

3.6.3. Platform API

Each service providesits own APl composed of amain interface and of the other interfaces and types that can
be accessed.

The API package is unique for a given service, and access to aremote EJB3 based serviceis the same as
accessing the POJO service.

From the client point of view, accessing a service is very simple and independent from service location and
implementation: this means a manual JNDI call is not required. Everything that is needed is encapsulated in the
Framework.getService runtime API.

Rel ati onManager rm = Franewor k. get Servi ce( Rel ati onManager . cl ass);

Thef ranmewor k. get Ser vi ce will return the interface of the required service:

 Thiscan be the POJO service (ie: Runtime Component based Service)
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» Thiscan betheloca interface of the EJB3 service (using call by ref in JBoss)

 Thiscan be the remote interface of the EJB3 service (using full network marshalling)

The choice of the implementation to return isleft to the Nuxeo Runtime that will take the decision based on the
platform configuration.

The client can explicitly ask for the POJO service via the Framework.getL ocal Service() API: thisistypically
used in the EJB Facade to delegate calls to the POJO implementation.

3.6.4. Adapters

DocumentModel adapters are away to adapt the DocumentMode interface (that is purely data oriented) to a
more business logic oriented interface.

In the pure Service logic, adding a comment to a document would look like this:

Comment Manager cm = Franmewor k. get Ser vi ce( Conment Manager . cl ass) ;
cm cr eat eComment (doc, "nmy comment");
Li st <Docunent Mbdel > conments = cm get Conment s(doc) ;

DocumentModel adapters give the possibility to have a more object oriented API:

Comment abl eDoc cDoc = doc. get Adapt er ( Conmrent abl eDoc) ;
cDoc. addComent ("ny coment");
Li st <Docunent Model > comments = cDoc. get Conment s() ;

The difference may seem small, but DocumentM odel adapter can be very handy

* to have cleaner and clearer code
* to handle caching at the DocumentModel level

 to implement behavior and logic associating a Document with a Service

DocumenM odel Adapters are declared using an extension point that defines the interface provided by the
adapter and the factory class. DocumentM odel Adapters can be associated to a Facet of the DocumentModel.

3.6.5. Some examples of Nuxeo EP services

TODO

3.7. Web presentation layer overview

3.7.1. Technology choices

3.7.1.1. Requirements

The requirements for the Nuxeo Web Framework are :

» A Powerful templating system that supports composition

* A modern MV C model that provides Widgets, Validators and Controllers
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» A standard framework
» A set of Widget libraries that allow reusing existing components

» Support for AJAX integration

3.7.1.2. The JSF/Facelets/Seam choice

Nuxeo Web Layer uses JSF (SUN RI 1.2) and Facelets as presentation layer: JSF is standard and very
pluggable, Facelets is much more flexible and adapted to JSF than JSP.

NXThemes provides a flexible Theme and composition engine based on JSF and Facelets.

In the 5.1 version of the platform, Nuxeo Web Layer uses Apache Tomahawk and trinidad as a components
library and AJAX4JSF for Ajax integration. In the 5.2 version we will move to Rich Faces.

Nuxeo Web Layer also uses Seam Web Framework to handle all the ActionListeners.
Using Seam provides::

» Simplification and help with JSF usage

» A context management framework

» Dependency injection

Remoting to access ActionsListeners from JavaScript

* A built-in event system

3.7.2. Componentized web application

3.7.2.1. Requirements
Nuxeo Web Layer comes on top of a set of pluggable services.
Because this stack of servicesisvery modular, the web layer must also be modular.

This basically means that depending on the set of deployed services and on the configuration, the web
framework must provide away

 to add, remove or customize views

for example, if you don't need relations, you may want to remove the relations tab that is available on
document by default

 to add or remove an action button or link

the typical use caseis removing actions that are bound to non-deployed services or to add new actions
that are specific to your project

* to override an action listener
you may want to change how some actions are handled by just overriding Nuxeo defaults
* to add or customize forms

Adding fields or customizing forms used to display documentsis very useful

In order to fullfill these requirements, the key points of Nuxeo Web Frame fulfill:
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Context management to let components share some state

» Event system and dependency injection to let loosely coupled components collaborate

A deployment system to let several components make one unique WebApp

A set of pluggable services to configure the web application

3.7.2.2. Context management

Inside the web framework, each component will need to know at |east

* the current navigation context
This includes current document, current container, current Workspace, current Domain.

Thisinformation is necessary because most of the services will display aview on the current document,
and can fetch some configuration from the content hierarchy.

 the current user

Thisincludes not only identity and roles, but also its preferences and the set of documents they choose to
work on

In some cases, this context information may be huge, and it's time consuming to recompute all this information
for each request.

Inside Nuxeo Web Framework, Seam context management is used to store this data. Depending on the lifecycle
of the data, Session, Conversation or Event context are used.

3.7.2.3. Loosely coupled component

At some point the components of the web framework need to interact with each other. But because components
can be present or not depending on the deployment scenario, they can't call each other directly.

For that matter, the Nuxeo Web Framework uses alot of Seam features:

» Seam's context is used to share some state between the components
» Seam's event system is used to let components notify each other

» Seam's dependency injection and Factory system is used to let components pull some data from each
other without having to know each other

In order to facilitate Nuxeo Services integration into the web framework, we use the Seam Unwrap pattern to
wrap a Nuxeo Service into Seam Components that can be injected and manipulated as a standard Seam
component.

3.7.2.4. Deployment
The Web Layer is composed of several components.

The main components are webapp-core (default webapp base) and ui-web (web framework). On top of these
base components, dedicated web components are deployed for each specific service.

For example, the workflow-service has its own web components package, so do relation-service, audit-service,
comment-service and so on.

Each package contains a set of views, actions, and ActionsListeners that are dedicated to one service and
integrate this service into the base webapp.
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Because JEE standards reguire the webapp to be monalithic (ie. it cannot be split up), we use the Nuxeo
Runtime deployment service to assembl e the target webapp at deployment time.

This deployment framework let you: override resources, contribute XML descriptors like web. xmi from several
components and manage deployment order.

3.7.2.5. Key web framework services

TODO
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Y ou will learn here how to setup and manage a Nuxeo EP server in a production context (as opposed to ademo
/ evaluation or development context).
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Chapter 4. OS requirements, existing and
recommended configuration

This chapter presentsinformation about the running environment. Listing all required software, giving a
recommended configuration and listing some others, known as operational, this chapter aims to help you to
validate or define your production environment but the list is not exhaustive and needs to be completed with the
users' experience.

4.1. Required software
» JBoss application server with EJB3 support enabled

+ Java Development Kit (JDK)

4.2. Recommended configuration

4.2.1. Hardware configuration

Nuxeo EP is designed to be scalable and thus to be deployed on many servers. It can be installed on only one
server for astart, and can also easily be installed on many servers. The constant is that there is the need to have
one high-end server with good performances. Then the other servers can be more lower-end.

So the numbers below are given for the one needed high-end server.

* RAM: 2Gb isthe minimum requirement for using Nuxeo EP

» CPU: Intel Core2 or equivalent and upper
Y ou might be better avoiding machines from the Intel Pentium 4 Xeon series since some models have a
too small amount of cache. Thisimpairs performance greatly compared to other CPU architecture of the
same generation. Intel Pentium 4 servers are quite widespread because of an attractive price politic.

» Storage (disk) space: the minimum Nuxeo installation, along with the needed JBoss and libs, takes
something between 200Mb and 250Mb on afilesystem. Then the final size will of course depend on the

amount of datathat will be stored in Nuxeo. A safe bet (until we provide better numbers) isto consider
data space ratio of 1.5t0 2.

4.2.2. Default configuration

The default persistence configuration is lightweight and easy to use, but it is not made for performance.

* default Nuxeo 5.1 uses:
» HSQL for SQL Data (directories, JBPM, Relations ...)
* FileSystem persistence for Document repository

* default Nuxeo 5.2 uses:
» Derby for SQL Data (directories, JBPM, Relations ...)

* FileSystem persistence for Document repository

4.2.3. For optimal performances
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e Linux
* PostgreSQL 8.2

Use PostgreSQL for document repository and all other services except for Compass search engine
(nxsearch-compass-ds.xml) which should be set to use filesystem.

Configure the document repository to externalize the blobs to filesystem.

4.3. Known working configurations

4.3.1. OS
» Debian GNU/Linux 5.0 Lenny

* Linux Ubuntu 32 and 64 bits, Edgy, Feisty and Hardy (8.04).
e Linux Mandriva 2008.1

e Unix

Mac OS X 104, 10.5

* MsWindows 2003 server 32 and 64 bits, Windows XP

4.3.2. IVM
* Latest Sun JDK 1.5 0or DK 6

4.3.3. Storage backends

Different backends may be set as well for Nuxeo Core repository as for all other nuxeo services that persist
data. See Chapter 7, RDBMS Storage and Database Configuration for more details, hereisalist of known
working backends.

* PostgreSQL 8.2
* PostgreSQL 8.3

This version need aworkaround to be applied asit is much stricter than PostgreSQL 8.2 with respect to
value casting.

Execute the following commands in your PostgreSQL console:

CREATE FUNCTI ON pg_cat al og. text (i nteger) RETURNS text STRICT | MMUTABLE LANGUAGE SQL AS ' SELECT textin(int4out ($]
CREATE CAST (integer AS text) WTH FUNCTI ON pg_catal og.text(integer) AS IMPLICIT;

COMMENT ON FUNCTI ON pg_catal og.text(integer) IS 'convert integer to text';

CREATE FUNCTI ON pg_cat al og. t ext (bi gint) RETURNS text STRICT | MUTABLE LANGUAGE SQL AS ' SELECT textin(int8out(%$1)

CREATE CAST (bigint AS text) WTH FUNCTI ON pg_catal og.text(bigint) AS | MPLICIT;
COMMVENT ON FUNCTI ON pg_catal og.text(bigint) IS 'convert bigint to text';

See FAQ about using PostareSQL 8.3.

 MySQL
* Oracle10

. MsSQL 2005
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OS requirements, existing and recommended configuration

« HSQL

Default Nuxeo 5.1 embedded database.

* Derby

Default Nuxeo 5.2 embedded database.

4.3.4. LDAP
* OpenLDAP

» MsActivedirectory
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Chapter 5. Log configuration

Thelog levels and log outputs in Nuxeo are controlled at the server application level. In JBoss thisis done
through Logd4j. The configuration file is $IB0SS_HOME/ ser ver / def aul t/ conf /| og4j . xni .

Changing log level (or log threshold) can be done like shown below for each appender.

<par am nane="Thr eshol d" val ue="I|NFQO'/ >
<par am nane="Thr eshol d" val ue="DEBUG'/ >

Administrators are expected to rotate and/or compress logs so that they do not fill up all a partition free space
and so that they do not reach maximum file size. Log4j provides rolling/rotating capabilities. External programs
such as logrotate can also be used.
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Chapter 6. SMTP Server configuration

On the Nuxeo EP built-in types, you can manage e-mailing and notifications. Before getting this features
working, you need to configure your SMTP server. Nuxeo EP relies on the application server mail service for
mailing stuff. So you just need to configurethe mai | - servi ce. xm filein

$JBOSS_HOVE/ ser ver / def aul t/ depl oy/ . You can find examples of how to use thisfile in the JBoss wiki, and
detailed information about the properties of thisfile in the JavaMail Javadoc.
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Chapter 7. RDBMS Storage and Database
Configuration

To run Nuxeo EP for real-world application, you need to get rid of the default embedded database and set up a
real RDBMS server (such as PostgreSQL, MySQL, Oracle, etc.) to store Nuxeo EP's data.

In order to define a SQL DB as repository back-end you haveto :
* install the JIDBC driver for your DBMS,

configure the Nuxeo Core storage, modifying the default repository configuration,
 configure your database.
» Possibly, configure storage for other Nuxeo services.

» You may also add a new repository configuration (and optionally disable the old one).

7.1. Storages in Nuxeo EP

Nuxeo EP manages severa types of data: Documents, relations, audit trail, users, groups...

Each type of data hasits own storage engine and can be configured separately. All storages can use RDBMS
but some of them can also use the filesystem.

This means you can have aRDBMS only configuration or a mixed configuration using RDBMS and
filesystem. Y ou can even use several RDBM S if you find a use case for that.

For alot of services, RDBMS access are encapsulated by JPA or hibernate calls, so the storage should be
RDBMS agnostic aslong as there is a hibernate dialect for the DB.

7.2. Installing the JDBC driver

To enable the connection to the database, you first need to install the JDBC driver into
$JBOSS_HOVE/ server/defaul t/1ib/.

Here are some drivers download locations:
» PostgreSQL JDBC Drivers

e MySQL JDBC Drivers

7.3. Configuring Nuxeo Core Storage

Nuxeo Core stores data for the documents themselves:. the hierarchy of documents, their metadata and security,
and the attached files. There are two main Nuxeo Core Storage backends:. the recent (available in Nuxeo 5.2)
Visible Contents Store (VCS), based on a mapper to native RDBM S tables, and the previous JCR-based
backend, using Jackrabbit.

This section will show you how to configure each backend, using PostgreSQL 8.3 as an example underlying
storage. The setup for other RDBMS should be very similar.

7.3.1. Visible Content Store configuration

To set up VCS, you first need create a datasource for it. The datasource is not a standard JDBC datasource, so
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RDBMS Storage and Database Configuration

has different syntax, even though it contains information about JDBC connection parameters. Thisfileis
usually named
$JIBOSS_HOVE/ ser ver/ def aul t/ depl oy/ nuxeo. ear/ dat asour ces/ def aul t - reposi t ory-ds. xmi .

Example 7.1. Datasour ce for VCS using PostgreSQL

<?xm version="1.0"?>
<connection-factories>
<t x- connecti on-f act ory>
<j ndi - name>NXReposi t or y/ def aul t </ j ndi - name>
<xa-transaction/ >
<track- connecti on-by-tx/>
<adapt er - di spl ay- name>Nuxeo SQL Repository Dat aSource</ adapt er-di spl ay- nane>
<r ar - nanme>nuxeo. ear #nuxeo- cor e- st or age- sql -ra- 1. 5- SNAPSHOT. r ar </ r ar - nane>
<connecti on-defi niti on>org. nuxeo. ecm cor e. st or age. sql . Reposi t ory</ connecti on-definition>
<confi g- property name="nane">def aul t </ confi g- property>
<confi g- property name="xaDat aSource" type="java.lang. String">org. postgresql.xa. PGXADat aSour ce</ confi g- proper
<config-property name="property" type="java.lang. String">Server Nane=| ocal host </ confi g- property>
<confi g-property nanme="property" type="java.lang. String">PortNunber/| nteger=5432</confi g- property>
<confi g-property name="property" type="java.l ang. Stri ng">Dat abaseNane=nuxeo</ confi g- property>
<confi g-property name="property" type="java.l ang. String">User=nuxeo</confi g-property>
<confi g-property name="property" type="java.lang. String">Passwor d=passwor d</ confi g- property>
<max- pool - si ze>20</ max- pool - si ze>
</t x-connecti on-factory>
</ connection-factories>

Y ou will then need to specify the actual repository configuration, usually storein afile named
$JBOSS_HOWVE/ server/ def aul t/ depl oy/ nuxeo. ear/ confi g/ def aul t -reposi tory-confi g. xm

Example 7.2. Repository Configuration for VCS

<?xm version="1.0"?>
<conponent nane="defaul t-repository-config">
<ext ensi on target="o0rg. nuxeo.ecm core. repository. RepositoryService" point="repository">
<repository name="defaul t"
factory="org. nuxeo. ecm cor e. storage. sqgl . cor enodel . SQLReposi t oryFact ory" >
<reposi tory name="defaul t">
<i ndexi ng>

<l-- exanple configuration for H2
<fulltext analyzer="org. apache. | ucene. anal ysi s. fr. FrenchAnal yzer"/>
-->
<!-- exanple configuration for PostgreSQ
<fulltext analyzer="french"/>
-->
<I-- exanple configuration for Mcrosoft SQ. Server
<ful |l text catal og="nuxeo" analyzer="french"/>
-->
</i ndexi ng>
<l-- uncomment this to enable clustering

delay is in mlliseconds
default delay is O (no delay before processing invalidations)
<cl ustering enabl ed="true" del ay="1000" />
-->
</repository>
</repository>
</ ext ensi on>
</ conponent >

7.3.2. JCR backend configuration

First you have to specify adatasourcein
$IBOSS_HOVE/ server/ def aul t/ depl oy/ nuxeo. ear/ dat asour ces/ def aul t - reposi t ory-ds. xmi .

Example 7.3. Datasour ce for JCR backend

<?xm version="1.0"?>
<! DOCTYPE connection-factories PUBLIC
"-//JBoss// DTD JBOSS JCA Config 1.5//EN'
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"http://ww. jboss.org/j2ee/dtd/jboss-ds_1_5.dtd">
<connection-factories>
<mbean code="o0rg. nuxeo. ecm core. repository. JBossRepository"
name="nx:type=r eposi tory, name=def aul t ">
<const ruct or >
<arg type="java.lang. String" val ue="default"/>
</ construct or >
</ nbean>
<t x- connecti on-fact ory>
<j ndi - name>NXReposi t ory/ def aul t </ j ndi - name>
<adapt er - di spl ay- name>NX Reposi tory Adapt er </ adapt er - di spl ay- name>
<rar - nane>nuxeo. ear #nuxeo- cor e-j ca- ${ pr oj ect . versi on}.rar </r ar - name>
<connection-definition>org. nuxeo. ecm core. nodel . Reposi t ory</ connecti on-definition>
<xa-transaction/>
<!-- Configuration properties. -->
<confi g-property name="nane">def aul t </ confi g- property>
</t x-connecti on-factory>
</ connection-factories>

Then edit $JBOSS_HOVE! ser ver/ def aul t/ depl oy/ nuxeo. ear/ confi g/ def aul t - r eposi tory-confi g. xni .

Example 7.4. Default repository configuration

<?xm version="1.0"?>
<conponent nane="defaul t-repository-config">
<docunent at i on>
Defines the default JackRabbit repository used for devel opnent and testing
</ docunent ati on>
<ext ensi on target="org. nuxeo. ecm core. repository. Reposi toryService"
poi nt ="repository">
<documnent ati on>
Decl are a JackRabbit repository to be used for devel opnent and tests. The
extension content is the Jackrabbit XM. configuration of the repository.
</ docunent ati on>
<repository name="defaul t"
factory="org. nuxeo. ecmcore.repository.jcr.JCRRepositoryFactory"
securi t yManager =" or g. nuxeo. ecm core. repository.jcr.JCRSecurityManager"
forceRel oadTypes="f al se">
<Reposi t ory>
<I--
virtual file systemwhere the repository stores global state
(e.g. registered nanespaces, custom node types, etc.)
<Fi | eSyst em cl ass="or g. apache. j ackrabbi t. core.fs. | ocal . Local Fi | eSyst eni >
<par am name="pat h" val ue="${rep. home}/repository" />
</ Fi | eSystenr
<I--
security configuration
== >
<Secur| ty appNane="Jackrabbit">
"access menager :
class: FQN of class inplenmenting the AccessManager interface

-->
<AccessManager cl ass="org. apache.jackrabbit.core.security.Sinpl eAccessManager">
<!-- <param nane="config" val ue="${rep. hone}/access. xm"/> -->

</ AccessManager >
<Logi nModul e cl ass="org. apache. j ackrabbit. core. security. Si npl eLogi nModul e" >

<I'-- anonynous user nane ('anonynous' is the default value) -->
<par am nane="anonynousl d" val ue="anonynous" />
<l--

default user nane to be used instead of the anonynopus user
when no login credentials are provi ded (unset by default)
-->
<I-- <param nanme="def aul t User| d" val ue="superuser"/> -->
</ Logi nModul e>
</ Security>

<l--
| ocation of workspaces root directory and nane of default workspace
-->
<Vbrkspaces r oot Pat h="${r ep. hone}/ wor kspaces" def aul t Wrkspace="default" />
<l--

wor kspace configuration tenplate
used to create the initial workspace if there's no workspace yet
-->
<Wor kspace nanme="${wsp. nane}" >
<l--
virtual file system of the workspace
class: FON of class inplenmenting the FileSysteminterface
-->
<Fi | eSyst em cl ass="or g. apache. j ackrabbit.core.fs.|ocal . Local Fil eSystent>
<par am name="pat h" val ue="${wsp. hone}"
</ Fi | eSysten>

<l--
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persi stence manager of the workspace

class: FON of class inplenenting the PersistenceManager interface
s
<Per si st enceManager cl ass="org. apache.jackrabbit.core. state. obj.Object Persi stenceManager">
</ Per si st enceManager >

<l--
Search index and the file systemit uses.
class: FON of class inplenmenting the QueryHandl er interface

=D

<Sear chl ndex cl ass="org. apache. jackrabbit.core. query.|ucene. Sear chl ndex" >
<par am nane="pat h" val ue="${wsp. hone}/i ndex" />

</ Sear chl ndex>

</ Wor kspace>

<l--
Configures the versioning

o

<Ver si oni ng root Pat h="${rep. hone}/version">
& ==

Configures the filesystemto use for versioning for the respective
persi st ence manager

>

<Fi | eSyst em cl ass="or g. apache. j ackrabbit.core.fs.|ocal . Local Fil eSyst ent{ >
<par am nanme="pat h" val ue="${rep. hone}/version" />

</ Fi | eSyst en>

<l--
Configures the persistence manager to be used for persisting version state
Pl ease note that the current versioning inplenentation is based on
a 'normal ' persistence manager, but this could change in future
i npl enent ati ons.
s
<Per si st enceManager cl ass="org. apache.jackrabbit.core. state. obj.Object PersistenceManager">
</ Per si st enceManager >
</ Ver si oni ng>

<I--
Search index for content that is shared repository w de
(/jcr:systemtree, contains nainly versions)

sa

<Sear chl ndex cl ass="org. apache. jackrabbit.core. query.|ucene. Sear chl ndex" >
<par am nane="pat h" val ue="${rep. hone}/repository/index" />

</ Sear chl ndex>

</ Reposi tory>
</ repository>
</ ext ensi on>
</ conponent >

Change the two Per si st enceManager sections defining various database connection settings.

Refer to the Jackrabbit documentation for more information, and to the Jackrabbit Javadoc for details about
configuring the PersistenceManager.

In particular, decide if you want the binary blobs stored inside the database or in the filesystem (change
ext er nal BLOBs tOt rue if you want them outside the database, in the filesystem).

Using externalized Blobs can provide a performance improvement in particular if you need to store alot of big
files. Depending on the RDBM S used, there may aso be amax size limit for blob if you store them in the
RDBMS (for PostgeSQL 8.2 blobs are limited to 1 GB).

Here are some examples:

Example 7.5. Sample configuration for a PostgreSQL Jackrabbit repository

<I-- Wirkspaces configuration. Nuxeo only uses the default workspace. -->

<Per si st enceManager cl ass="org. apache. j ackrabbit. core. persistence. bundl e. Post gr eSQLPer si st enceManager "
<param nane="driver" val ue="org. postgresqgl.Driver"/>
<param nane="url|" val ue="j dbc: postgresql://I| ocal host/ nuxeo"/ >
<par am nane="user" val ue="postgres"/>
<par am nane="passwor d" val ue="password"/ >
<par am nane="schema" val ue="postgresql"/>
<par am nane="schemaObj ect Prefi x" val ue="j cr_${wsp. nane}_"/>
<par am nane="ext er nal BLOBs" val ue="fal se"/>
</ Per si st enceManager >

o)
<!-- Versioning configuration. -->
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(...)
<Per si st enceManager cl ass="org. apache.jackrabbit.core. persistence. bundl e. Post gr eSQLPer si st enceManager"
<param nane="driver" val ue="org. postgresql.Driver"/>
<param nane="url|" val ue="j dbc: postgresql://I| ocal host/ nuxeo"/ >
<par am nane="user" val ue="postgres"/>
<par am nane="passwor d" val ue="password"/>
<par am nane="schema" val ue="postgresqgl"/>
<par am nane="schemaObj ect Prefi x" val ue="jcr_ver_"/>
<par am nanme="ext er nal BLOBs" val ue="fal se"/>
</ Per si st enceManager >

Example 7.6. Sample configuration for a MySQL Jackrabbit repository

<I'-- Wirkspaces configuration. Nuxeo only uses the default workspace. -->

<Per si st enceManager cl ass="org. apache.jackrabbit.core. persistence. bundl e. M/Sqgl Per si st enceManager " >
<param nane="driver" val ue="com nysql.jdbc.Driver"/>
<param nane="ur|" val ue="j dbc: nysql ://1 ocal host/ nuxeo"/>
<par am nane="user" val ue="nysql"/>
<par am nanme="password" val ue="password"/ >
<par am nane="schema" val ue="nysql"/>
<par am nane="schemaObj ect Prefi x" val ue="j cr_${wsp. nane}_"/>
<par am nane="ext er nal BLOBs" val ue="true"/>
</ Per si st enceManager >

L)
<!-- Versioning configuration. -->

<Per si st enceManager cl ass="org. apache. j ackrabbit. core. persistence. bundl e. M/Sqgl Per si st enceManager ">
<param nane="driver" val ue="com nysql .jdbc. Driver"/>
<param nane="url|" val ue="j dbc: nysql ://1 ocal host/ nuxeo"/>
<par am nane="user" val ue="nysql"/>
<par am nane="passwor d" val ue="password"/ >
<par am nane="schema" val ue="nysql"/>
<par am nane="schemaObj ect Pref i x" val ue="jcr_ver_"/>
<param nanme="ext er nal BLOBs" val ue="true"/>
</ Per si st enceManager >

Note: "schemaObjectPrefix" must have different valuesin workspace & versioning configuration

For JackRabbit, there are some persistence manager specific to each RDBMS: :

 for PostgreSQL : you may use
org.apache.jackrabbit.core.persi stence.bundl e. PostgreSQL Persi stenceM anager

for MySQL: you may use org.apache.jackrabbit.core.persistence.bundle.MySql PersistenceM anager

for Oracle 10: you may use org.apache.jackrabhbit.core.persistence.bundle.Oracl ePersistenceM anager

for MSSQL 2005 you may use : org.apache.jackrabbit.core.persistence.bundle.M SSql Persi stenceM anager

7.3.3. Set up your RDBMS

Create the database in the database server, enable IP connection, setup permissions and test the connection.

7.3.4. Start Nuxeo EP

Y ou can now start JBoss AS and verify that your new repository is used!

7.4. Configuring Storage for other Nuxeo Services
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Many services beyond Nuxeo Core Repository are using an SQL database to persist their data, such as:
» Relations Service: RDF datais stored in SQL,

* Audit Service: Audit logs are stored via JPA,
» Tag Service: the tagging entities are stored in atable in the default Nuxeo DB via JPA,

» Directories. entries can be stored into an SQL database.

By default, all these services use the JBoss AS's embedded HSQLDB.

7.4.1. Configuring datasources

Each service can use a dedicated datasource to define the database connection. However, to smplify
configuration, all datasources are INDI NamingAlias pointing to a single datasource (NuxeoDS). If you want to
change the default database, you can simply do the following:

* deploy the needed JDBC Driver in $JBOSS_HOVE/ ser ver / def aul t/ i b,

» modify the datasource definition filein
$IBOSS_HOVE/ server/ def aul t/ depl oy/ nuxeo. ear/ dat asour ces/ uni fi ed- nuxeo-ds. xm .

The default configuration has a commented out PostgresSQL configuration.

To use adedicated datasource for a service, you need to modify its configuration file. If you would like to store
audit logs in PostgreSQL using its own datasource, remove the NamingAliasin nxaudi t - | ogs- ds. xmi and
replace it with the datasource configuration example:

Example 7.7. Datasour ce for the Audit Service using PostgreSQL

<?xm version="1.0"?>
<dat asour ces>
<l ocal -t x- dat asour ce>
<j ndi - name>nxaudi t - | ogs</j ndi - nane>
<connection-url >j dbc: postgresql://1 ocal host/| ogs</ connecti on-url >
<driver-class>org. postgresqgl.Driver</driver-class>
<user - name>user nane</ user - nane>
<passwor d>passwor d</ passwor d>
</l ocal -t x- dat asour ce>
</ dat asour ces>

We recommend to enable XA transactions if your database server support it (for PostgreSQL, you have to use
8.x versions). The following datasource definition example enables XA transaction for the Audit Service using
PostgreSQL.

Example 7.8. Datasour ce for the Audit Service using PostgreSQL with XA transactions

<?xm version="1.0"?>
<dat asour ces>
<xa- dat asour ce>
<j ndi - name>nxaudi t - | ogs</j ndi - nane>
<xa- dat asour ce- cl ass>or g. post gr esgl . xa. PGXADat aSour ce</ xa- dat asour ce- cl ass>
<xa- dat asour ce- property nanme="Server Name">| ocal host </ xa- dat asour ce- property>
<xa- dat asour ce- property name="Port Nunber " >5432</ xa- dat asour ce- property>
<xa- dat asour ce- property nanme="Dat abaseNane" >l ogs</ xa- dat asour ce- property>
<xa- dat asour ce- property nanme="User" >post gr es</ xa- dat asour ce- property>
<xa- dat asour ce- property name="Passwor d">passwor d</ xa- dat asour ce- property>
<track- connecti on-by-tx/>
</ xa- dat asour ce>
</ dat asour ces>
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See Datasources Configuration on the JBoss wiki for more examples of datasources.

This method works for most services:

e Audit: nxaudi t -1 ogs-ds. xni

» Placeful Configuration Service & Subscriptions: nxpl acef ul - ds. xm
* UID generator: nxui dsequencer - ds. xmi

» jBPM engine: nxwor kf | owj bpm ds. xmi

» Workflow Document Service: nxwor kf | ow document s- ds. xni

* Archive management: nxar chi ve- r ecor ds- ds. xm

» Relations: nxrel ati ons-def aul t-j ena-ds. xm

» Compass search engine: nxsear ch- conpass- ds. xmi

7.4.1.1. Special MySQL needs
MySQL isaquirky database which sometimes needs very specific options to function properly.

The datasources used by Jena (nxr el at i ons-def aul t -j ena-ds. xm and nxconment - j ena- ds. xni ) heed to use
a"relax autocommit" mode. To enable that, change the connecti on-url in the datasources to something like:

<connecti on-url >
j dbc: nysql : //1 ocal host/ nuxeo?rel axAut oConmi t =t r ue
</ connection-url >

The datasource used by Compass (nxsear ch- conpass- ds. xn ) heedsto be put in "relax autocommit” too, and
in addition it needs an "emulate locators' option:

<connection-url > )
jdbc: nysql : //1 ocal host/ nuxeo?r el axAut oConmi t =t r ue&anp; enul at eLocat or s=t r ue
</ connection-url >

Thisis documented at http://static.compassframework.org/docs/l atest/jdbedirectory.html .

Note the &anp; syntax for the URL parametersinstead of just & because the URL is embedded in an XML file.

7.4.2. Relation service configuration

The Relation Service uses a datasource to define the data storage. However modifying the datasource is not
enough, you also have to tell to the Jena engine which database dialect is used, asit doesn't auto-detect it.

To do that, edit the sql . properti es filein $IJB0SS_HOVE/ ser ver/ def aul t/ depl oy/ nuxeo. ear/ confi g/ and
change the definition of the or g. nuxeo. ecm sql . j ena. dat abaseType property. The possible values are:

* Derby
o HSQL

o MESQL
* WS

e Oracle
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* PostgreSQ

In the same file, the property or g. nuxeo. ecm sql . j ena. dat abaseTr ansact i onEnabl ed iSSet to t r ue by
default.

Please refer to the Jena Site for more information about database support.

The value of the above properties are used as variables by the extension point defining the Jena configuration,
so that they only have to be changed in one place.

7.4.3. Tag service configuration

The Tag Service uses a datasource file to define the data storage. The service uses joins with tables located in
default repository DB instance, so in order to work it isamust to be configured on the same database instance
as the default repository. Short line, the nxtags-ds.xml file has to be compliant with whatever is set in the
default-repository-ds.xml file.

7.4.4. Compass search engine dialect configuration

Note that this section is obsolete in Nuxeo 5.2, and should not be used anymore.

The Compass plugin is configured using a datasource, but at the time of thiswriting it still needs some
additional configuration in afile embedded inits Jar. Y ou should go to

$JBOSS_HOVE/ ser ver / def aul t/ depl oy/ nuxeo. ear / syst em and inside the directory

nuxeo- pl at f or m sear ch- conpass- pl ugi n- 5. 1- SNAPSHOT. j ar (the version number may be different) then edit
thefile conpass. cfg. xm . You will find asection like:

<connecti on>
<j dbc managed="true"
di al ect G ass="org. apache. | ucene. store. jdbc. di al ect. HSQLDi al ect "
del et eMar kDel et edDel t a="3600000" >
<dat aSour cePr ovi der >
<j ndi | ookup="java:/ nxsear ch-conpass" />
</ dat aSour cePr ovi der >
</ j dbc>
</ connecti on>

Thedi al ect d ass has to be changed according to your datasource configuration. The possible values end with
My/SQLDi al ect , Post gr eSQLDi al ect , etc. They are documented in the Compass documention about SQL
didects.

7.5. Setting up a new repository configuration

If you just want to change the def aul t repository name appearing in the url
http://.../nuxeo/ nxdoc/ def aul t/, modify the repository name valuein:

e defaul t-repository-config.xm

e platformconfig. xmn

TODO: Nuxeo configuration has changed, the two above sections need to be updated.

7.5.1. Add the new repository configuration

Create arepository definition as a contribution to the extension point
or g. nuxeo. ecm core. reposi t ory. Reposi t orySer vi ce (for example: MyRepo- r eposi t oy-confi g. xm ) in
$JIBOSS_HOVE/ ser ver/ def aul t/ depl oy/ nuxeo. ear/ confi g/ .
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Y ou can take example on the default repository definition
$IBOSS _HOME/server/default/depl oy/nuxeo.ear/config/default-repository-config.xml.

Y ou have to properly configure the following aspects:

* the name of the component (name="or g. nuxeo. pr oj ect . sanpl e. r eposi t ory. MyRepo" ), which must be
Unique among Component names,

* the name of the repository (<r eposi t ory nanme="MRepo">), which isused to refer to it from your
application and must also be unique among repository names,

* the various database connection settings (driver, user, password, schema, €tc.),

» decideif you want the binary blobs stored inside the database or in the filesystem (change
ext ernal BLOBs tOt rue if you want them outside the database).

Refer to the Jackrabbit documentation for more information, and to the Jackrabbit Javadoc for details about
configuring the Bundl eDbPer si st enceManager .

Example 7.9. Sample configuration for a PostgreSQL Jackrabbit repository

<?xm version="1.0"?>
<conponent nane="org. nuxeo. proj ect. sanpl e. reposi tory. M/Repo" >
<extensi on target="org. nuxeo. ecm core.repository. RepositoryService" point="repository">
<reposi tory name="M/Repo"
factory="org. nuxeo. ecm core.repository.jcr.JCRRepositoryFactory"
securityManager ="or g. nuxeo. ecm core.repository.jcr.JCRSecurityManager"
f or ceRel oadTypes="f al se" >
<Reposi t ory>
<Fi | eSyst em cl ass="or g. apache. j ackrabbi t. core.fs. | ocal . Local Fi | eSyst eni >
<par am nane="pat h" val ue="${rep. hone}/repository"/>
</ Fi | eSystenr
<Security appNanme="Jackrabbit">
<AccessManager cl ass="org. apache.jackrabbit.core.security.SinpleAccessManager">
</ AccessManager >
<Logi nModul e cl ass="org. apache. j ackrabbit.core. security. Si npl eLogi nModul e" >
<par am nane="anonynousl| d* val ue="anonynous"/>
</ Logi nModul e>
</ Security>

<I-- Wirkspaces configuration. Nuxeo only uses the default workspace. -->
<Wor kspaces root Pat h="%{r ep. hone}/ wor kspaces" def aul t Wor kspace="defaul t"/>
<Wbr kspace nanme="${wsp. nane}" >
<Fi | eSyst em cl ass="or g. apache. j ackrabbi t. core.fs.|ocal . Local Fil eSyst eni >
<par am nane="pat h" val ue="${wsp. hone}"/ >
</ Fi | eSyst en>
<Per si st enceManager cl ass="org. apache.jackrabbit.core. persistence. bundl e. Post gr eSQLPer si st enceManager "
<param nanme="driver" val ue="org. postgresqgl.Driver"/>
<param nane="url|" val ue="j dbc: postgresql://I| ocal host/ nuxeo"/ >
<par am nane="user" val ue="postgres"/>
<par am nane="passwor d" val ue="password"/>
<par am nane="schema" val ue="postgresql"/>
<par am nane="schemaObj ect Prefi x" val ue="j cr_${wsp. nane}_"/>
<par am nane="ext er nal BLOBs" val ue="fal se"/ >
</ Per si st enceManager >
<Sear chl ndex cl ass="org. apache. jackrabbit.core. query.|ucene. Sear chl ndex" >
<par am nane="pat h" val ue="${wsp. hone}/i ndex"/ >
</ Sear chl ndex>
</ Wr kspace>

<!-- Versioning configuration. -->
<Ver si oni ng root Pat h="${rep. hone}/versi on">
<Fi | eSyst em cl ass="or g. apache. j ackrabbi t. core.fs.|ocal . Local Fil eSyst en{ >
<par am nane="pat h" val ue="${rep. hone}/version"/>
</ Fi | eSyst en>
<Per si st enceManager cl ass="org. apache.jackrabbit. core. persi stence. bundl e. Post gr eSQLPer si st enceManager "
<param nane="driver" val ue="org. postgresql.Driver"/>
<param nanme="ur|" val ue="j dbc: postgresql ://| ocal host/ nuxeo"/ >
<par am nane="user" val ue="postgres"/>
<par am nanme="passwor d" val ue="password"/>
<par am nane="schema" val ue="postgresql"/>
<par am nane="schenmaObj ect Prefi x" val ue="jcr_ver_"/>
<par am nane="ext er nal BLOBs" val ue="fal se"/>
</ Per si st enceManager >
</ Ver si oni ng>

<l-- Index for repository-w de informati on, mainly versions. -->
<Sear chl ndex cl ass="org. apache. jackrabbit.core. query. | ucene. Sear chl ndex" >
<param nane="pat h" val ue="${rep. hone}/repository/index"/>
</ Sear chl ndex>
</ Reposi t ory>
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</ repository>
</ ext ensi on>
</ conponent >

7.5.2. Declare the new repository to the platform

TODO: this should be moved to a different section as it doesn't pertain to the SQL configuration itself.

Y ou have now replaced the default repository (deno) with your newly defined one (M/Repo). To actually useit,
create or edit thefile MyPl at f or m Layout - confi g. xn in
$JBOSS_HOME/ ser ver / def aul t/ depl oy/ nuxeo. ear/ confi g/ and configure the parameters as shown in the

following example.

<?xm version="1.0"?>
<conponent nanme="MPI at f or rLayout " >

<requi re>or g. nuxeo. ecm pl atf orm api . Def aul t Pl at f or n</ r equi r e>

<extension target="org.nuxeo.ecmplatformutil.Locati onManager Servi ce" poi nt="1ocation">
<l ocati onManager Pl ugi n> <!-- This disable the default (denmd) repository -->
<l ocat i onEnabl ed>f al se</ | ocat i onEnabl ed>
<l ocat i onName>deno</ | ocat i onNane>
</l ocat i onManager Pl ugi n>

<l ocati onManager Pl ugi n> <!-- This enable your new repository -->
<l ocat i onEnabl ed>t rue</| ocat i onEnabl ed>
<l ocat i onName>MyRepo</ | ocati onName> <!-- Use the nanme of your repository -->

</ | ocat i onManager Pl ugi n>
</ ext ensi on>

<extension target="org. nuxeo. ecm core. api . reposi tory. Reposi t oryManager"
poi nt ="repositories">
<docunent at i on>The default repository</docunentation>
<reposi tory name="M/Repo" |abel ="My Repository"/>

</ ext ensi on>

<extension target="org. nuxeo.runtine.api.Servi ceManagenent" poi nt="servi ces">
<servi ce class="org. nuxeo. ecm cor e. api . Cor eSessi on" nanme="M/Repo" group="core">
<l ocat or >%Docunent Manager Bean</ | ocat or >
</ servi ce>
</ ext ensi on>

</ conponent >

This sample configuration creates a new repository in the cor e Group that will be assigned to the default server.
If you want to have it located on an other server you can use:

<extensi on target="org.nuxeo.runtime.api.Servi ceManagenent" poi nt="servers">

<I-- define new | ocator for group MyG oup -->

<server class="org.nuxeo.runtine.api.JBossServicelLocator">
<gr oup>MyG oup</ gr oup>
<property nane="java. naning.factory.initial">org.jnp.interfaces. Nan ngCont ext Fact ory</ property>
<property name="]ava. nam ng. provi der.url">jnp:// M/Server: 1099</ property>
<property name="] ava. nam ng.factory. url.pkgs">org.]jboss. nam ng: org.jnp.interfaces</property>

</ server>

<l-- bind MRepo to MyG oup -->
<extension target="org. nuxeo.runtinme. api . Servi ceManagenent" poi nt="servi ces">
<servi ce cl ass="org. nuxeo. ecm cor e. api . Cor eSessi on" nane="M/Repo" group="MG oup">
<l ocat or >%Docunent Manager Bean</ | ocat or >
</ servi ce>
</ ext ensi on>

</ ext ensi on>
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Chapter 8. Data Migration

This chapter describes how to modify existing document types.

8.1. Summary of scenarios
Five different situations can happen when you want to make evolve your data models.
 adding a new schemato a document type
» removing a schema from a document type definition
» adding anew field to an existing schema
» removing afield from aschema

» changing field type (from integer to string for example)

8.1.1. Table of situations

This table sums up how data migration are handled : YES if the operation is supported, NO if not and into
brackets, reference to the relative procedure.

Action / Backend JackRabbit on JackRabbit on SQL SQL Storage
FileSystem
Add aschema YES (1.2.1) YES (1.3) YES (1.4.1)
Remove a schema NO (1.2.2) YES (1.3) YES(1.4.2)
Add afield YES (1.2.1) YES (1.3) YES (1.4.2)
Remove afield NO (1.2.2) YES (1.3) YES (1.4.2)
Modify field type NO (1.2.3) YES (1.3) YES (1.4.3)

8.1.2. Procedures with JCR Storage on filesystem

8.1.2.1. Adding field / schema

When adding a schemato a document type or afield to a schema, you need to rebuild JCR nodetypes which are
defined in nodet ypes/ cust om nodet ypes. xnl. The force reloading is done by setting the f or ceRel oadTypes
attribute in $JBOSS_HOVE/ ser ver / def aul t/ depl oy/ nuxeo. ear/ confi g/ def aul t - r eposi tory-confi g. xm to
true:

<reposi tory name="defaul t"
factory="org. nuxeo. ecmcore.repository.jcr.JCRReposi toryFactory"
securit yManager =" or g. nuxeo. ecm core. reposi tory.jcr.JCRSecurityManager"
f or ceRel oadTypes="true" >

</ repository>

Keep in mind that this setting could not be applied in a production environment.

8.1.2.2. Removing field /schema

Removing an attribute or a schemais not supported by the JCR backend. When JCR gets a nodetype related to
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adocument, it tries to give atype to each properties. If afield or a schemais removed, JackRabbit cannot
associate atype to the node and it raises the following error:

Exception: javax.jcr.nodetype. ConstraintViolati onExcepti on. nessage: no matching property definition found for N

If you do not want to use a schema or afield any more, keep them in your doctype / schema definition and
never use them in your interface.

8.1.2.3. Modifying a field type

Creating new documents with new field type definition is possible.

However all previously created documents will not be modifiable.anymore: if you try to save your
modifications, you will get aNul | Poi nt er Except i on caused by JCR which will not be able to retrieve the field

with the new given type. At reading, all document attributes from the schema containing the modified field will
be empty.

8.1.3. Procedures with JCR Storage on SQL

These use cases were tested on JCR Storage with PostgreSQL . for data persistence.

All manipulations on document structure are supported without changing any configuration file.

8.1.4. Procedure with SQL Storage

8.1.4.1. Adding a schema

In the SQL storage, adding a schemais natively supported. No extra operation is needed to take into account
the new schema.

8.1.4.2. Adding afield, removing field /schema

Adding anew field, removing afield or a schema are supported operationsin the SQL storage. They need to
modify the database with SQL queries (Alter ...)

8.1.4.3. Modifying a field type

Modifying afield typeis also supported in the SL storage: this operation needs some SQL commands to be
effective:

« first, create a new column with the desired type
« then, populate your column by casting value from previous type to new one
* remove old column

« finaly, alter table to rename new column with field name
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Chapter 9. LDAP Integration

9.1. For users/groups storage backend

The user interface in Nuxeo EP gets the data from NXDirectory. As a consequence you can choose your source.
By default, the users/groups data is stored in a SQL database. If you want to get the usersfrom aLDAP
directory, you need to deploy one of the following configuration:

e Usersin LDAP, groupsin SQL

Go to the examples sub-folder and copy the default-ldap-users-directory-bundlexml filein the

nuxeo. ear/ confi g folder of the JBossinstance (or bundleit in ajar, cf packaging in this guide). This
sample setup replaces the default userDirectory configuration SQL with users fetched from the LDAP
server. The groupDirectory remains unaffected by this setup. Y ou might want to copy the file

def aul t - vi rt ual - gr oups- bundl e. xni_and adjust defaultAdministratorld to select a user from your
LDAP that have administrative rights by default. Y ou can also configure the section on defaultGroup to
make all users members of some default group (typically the members group) so that they have default
right without having to make them belong to groups explicitly.

* Usersand groupsin LDAP

Copy the users setup as previously; moreover copy the def aul t - | dap- gr oups-di r ect or y- bundl e. xni
filein the nuxeo. ear/ conf i g folder of the JBoss instance. This sample setup which is dependent on the
previous one additionally overrides the default gr oupDi r ect ory Setup to read the groups from the LDAP
directory typically from gr oupO Uni queNanres entries with fully qualified dn references to the user entries
or to subgroups. Y ou can edit the nuxeo. ear/ confi g/ *. xnl files on the JBoss instance, but you will

need to restart JBoss to take changes into account.

Y ou can find additional information on those settings in the documentation for L DAPDirectory extension point.

The detailed architecture of the authentication and user management modules of Nuxeo can be found in the
user authentication and directories chapters of the reference guide.

See the Nuxeo Community Site FAQ for specific cases.
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Chapter 10. OpenOffice.org server installation

OpenOffice.org (O00) is used on server-side for different tasks such asfile transforms (eg. to PDF) or other
advanced tasks.

10.1. Installation

See http://www.openoffice.org/ for installation procedure if not provided by your OS.

10.1.1. Start server

Since version 2.3, OpenOffice can be started in headless mode. This means that under linux, you non longer
need to run a Xvfb.

Use the oooctl contral script or, depending on your system and installation method, start OOo running :

« for Linux:

/ pat h/ t o/ openof fi ce/ prograni sof fice. bin
-headl ess -nofirststartw zard
- accept ="socket, host =| ocal host, port=8100; urp; Star O fi ce. Servi ce"

o for Mac OS X:

/ pat h/ t o/ openof fi ce. app/ Cont ent s/ MacOS/ sof fi ce. bi n
-headl ess -nofirststartw zard
-accept =" socket , host =l ocal host, port =8100; urp; StarO fi ce. Servi ce"

« for Windows;

sof fice. exe -headl ess
-nofirststartw zard
-accept ="socket , host =l ocal host, port =8100; urp; Star O fi ce. Servi ce"

10.1.2. Parameters

10.1.2.1. - headl ess
The - headl ess switch lets OO0 manage to answer every question that may occur with a default response

avoiding dead-locks. It aso hides the OOo windows if adisplay is available by default (eg. Ms Windows).
Note that the - i nvi si bl e switch is not used asit is redundant and errors on PDF exports may occur.

10.1.2.2. -nofirststartwi zard

The-nofirststartw zard Skipsany post-install wizard, allowing to use OOo directly after the installation
without any user parameterization.

Install nxSkiplnstallWizard.oxt extension to make this parameter permanent.

10.1.2.3. - accept

The uno protocol implies that OOo is opened in listening mode on a network interface. This parameter let OO0
listen on the right interface and port.

Install nxOOo0A utoL isten.oxt extension to set this listening permanent.
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OpenOffice.org server installation

Alternate method: this could also be done by adding this connection info in OO0 Set up. xcu configuration file.

<node oor:name="Ofice">
<prop oor: nanme="o00Set upConnecti onURL" >
<val ue>socket, host =l ocal host, port =8100; urp; Star O fi ce. Servi ce</ val ue>
</ pr op>
</ node>

10.1.3. Installing an extension
Nuxeo has devel oped some tools to ease the settings, they are available at the Nuxeo svn tools 000 section as

extensions to install in OpenOffice. This can be done thru the GUI viathe menu "Tools>Extensions
Manager>Add..." or by opening the wanted extension with OpenOffice. To do it from a command line, run:

/ pat h/ t o/ openof fi ce/ progranf unopkg add extensi on. oxt

10.1.4. Notes

10.1.4.1. Multi-machine

On multi-machine deployment, we recommend to install OOo on the server running the webapp (ie stateless
server on abi-machine "statel ess/stateful” installation).

10.1.4.2. OpenOffice lower than 2.3.x
For OOo versions lower than 2.3, agraphical interface is needed. If the server that hosts OOo is Linux server

that has no X installed, then the X virtual frame buffer tool xvf b (or xvf b- run depending of your distribution)
can be used to create a suitable display.

Xvfb :77 -auth Xperm -screen 0 1024x768x24
export DI SPLAY=":77.0"

xvfb-run -a /path/to/openofficel/progran soffice.bin
-headl ess -nofirststartw zard
-accept ="socket , host =l ocal host, port =8100; urp; Star O fi ce. Servi ce"

10.1.4.3. 32/64 bits
Note that the platform used for both the VM and OOo have to be consistent to allow UNO protocol to work:

with a 32 bits WM, you'll have to use the 32 bits OO0 version while the 64 bits one will be mandatory for a 64
bits VM.

10.2. Running OpenOffice as a Daemon

10.2.1. Nuxeo OO0 Daemon

Starting with 5.2-M4, Nuxeo includes a Daemon to start and manage OpenOffice server.

This daemon is based on the OpenOffice Server Daemon project

OO0 Daemon provides :

» OpenOffice server automatic startup
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Depending on configuration the OO0 Server may be started automatically when Nuxeo starts or on first
call.

» OpenOffice server instances pooling

Daemon can manage several OpenOffice instance (workers) and distribute tasks across them. In order to
avoid leaks, OO0 workers are recycled.

10.2.2. Configuring Nuxeo OOo Daemon

Configuration is done viaan xml extension point. Defaut config can be editer in file located in
nuxeo. ear/ confi g/ ooo-config. xm .

<?xm version="1.0"?>
<conponent nanme="org. nuxeo. ecm pl atform convert. oooDaenon. confi g. defaul t">

<extension target="org.nuxeo.ecm pl atform convert. oooserver. OOoDaenonManager Conponent "
poi nt =" oooSer ver Confi g" >

<OoSer ver >

<l-- enabl e Nuxeo Daenon to manage OOo server instances : default is true -->
<enabl eDaenon>t r ue</ enabl eDaenon>

<I-- define OO0 server listen IP : used even if daenon is disabled -->

<ooolLi st enl P>127. 0. 0. 1</ ooolLi st enl P>

<!-- define OOo server listen port : used even if daenobn is disabled -->
<oooli st enPort >8100</ oooLi st enPort >

<!-- define Daenon listen port : used only if daenon is enabled -->
<oooDaenonlLi st enPort >8101</ oooDaenonlLi st enPort >

<!-- define nunmber of OOo worker process : used only if daenon is enabled -->
<oooWir ker s>1</ oooWor ker s>

<I-- define OO installation path : used only if daenon is enabled -->

<l-- if not defined Nuxeo will try to find the path automatically -->

<!--<oo0ol nstal |l ati onPat h>/ usr/ i b/ openof fi ce/ progranx/ oool nstal | ati onPat h>-->

<!-- define jpipe library path : used only for OCo 3 -->
<!'--<j pi peLi bPat h>/ opt / openof fi ce. org/ure/lib</j pi peLi bPat h>-->

<I-- define nunber of time a worker process can be used before being recycled: used only if daenon is enable
<oooWr ker sRecycl el nt er val >10</ oooWr ker sRecycl el nt erval >

<!-- define is Daenon is started at server startup : used only if daenon is enabled -->
<aut oSt art >f al se</autoStart >

</ OoSer ver >
</ ext ensi on>

</ conponent >

In most cases, you should not have to define the location of your OpenOffice installation as the Daemon will
try to find it in the standard installation path.

If you want to use OpenOffice 3.x, you have to specify the jpipeLibPath in order to enable jpipe that is used by
the Daemon to communicate with OpenOffice workers.
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Chapter 11. Imaging requirements

11.1. ImageMagick

Since Nuxeo 5.3GA, the image features needs the installation of the ImageMagick software.

11.1.1. Installation

The last binary release and installation instructions for your OS can be found here.

The simplest way to get it working with Nuxeo is to get the ImageMagick binariesin the PATH of the user
launching Nuxeo.

11.1.2. Image tiling

For theimage tiling feature, if you can't add the ImageMagick binaries to your path or if you want to specify
the full path of the ImageMagick binaries, you will have to override the default contributions. First of all, you
need to specify the full path to the ImageMagick binaries for the image tiling by creating a config filein
nuxeo. ear/ config.

pictures-tiles-config.xm

<?xm version="1.0"?>
<conponent nane="com nyproject.tiles.config">
<extensi on target="org. nuxeo.ecmplatformpictures.tiles.service.PictureTilingConponent"
poi nt ="envi ronnment " >

<envi r onment >
<par anet er s>
<par anmet er name="| MConvert" >/ pat h/to/i magenmagi ck/ convert </ par anet er >
<paraneter nanme="|Mdentify">/path/to/i magemagi ck/identify</paraneter>
<par anet er nanme="| Mst r ean!' >/ pat h/ t o/ i magenmagi ck/ st r eanx/ par anet er >
</ par anet er s>
</ envi r onment >

</ conponent >

Then, you have to override the pdftoimage command to point to the ImageMagick convert binary.

comandl i ne- pdf 2i mage- confi g. xm

<?xm version="1.0"?>
<conponent nane="com nyproj ect . pdf t oi mage. confi g">

<extension target="org. nuxeo. ecm pl at f orm conmandl i ne. execut or . servi ce. ConmandLi neExecut or Conponent "
poi nt =" command" >

<command nane="pdftoi mage" enabl ed="true">
<commandLi ne>/ pat h/ t o/ i magemagi ck/ convert </ commandLi ne>
<par anet er St ri ng>#{ sour ceFi | ePat h} #{targetFil ePat h} </ paraneterStri ng>
<installationDirective>You need to install |mageMagick.</installationDirective>
</ conmand>
</ ext ensi on>

</ conponent >

11.2. UFRaw

In order to use RAW image filesin Nuxeo (resize, thumbnails, preview / annotations), the installation of
UFRaw is required.
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11.2.1. Installation

Theinstallation instructions for UFRaw can be found here. See below for specific OS installation.
* Li nux: For an UNIX system, you can find specific instructions here.
» W ndows: Specific instructions for Windows here.
* Mac OS X Theinstructions can be found here.

We recommand to use the native Mac OS X version of UFRaw. To add the binariesto your PATH, just
use:

export PATH="/ Appli cati ons/ uf raw. app/ Cont ent s/ MacCS: $PATH'

Don't forget to check that the binaries are in the PATH of the user launching Nuxeo.

11.3. Ghostscript

In order to use .ai (Adobe Illustrator) and .ps (Postscript) image files in Nuxeo (resize, thumbnails, preview /
annotations), the installation of Ghostscript is required.

11.3.1. Installation

The latest version of Ghostscript can be found here. See below for specific OS installation.

* Linux and Mac OS X:you probably caninstall it through your package manager (aptitude, apt-get, port,
)

» W ndows: you can find the latest binaries for your architecture at the end of this page.

Don't forget to check that the binaries are in the PATH of the user launching Nuxeo.
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Chapter 12. Preview and Annotations requirements

12.1. Office documents

To preview and annotate Office documents, you have to install OpenOffice.org as server, see here.

12.2. Pdf documents

The preview of pdf documents needs the installation of the pdftohtml software.

12.2.1. Installation
* Li nux: Thelast stable binary for Linux can be downloaded here.

You could also install it with your default distribution package manager (apt-get, aptitude, etc)
* W ndows: The last stable binary for Windows can be downloaded here.

* Mac OS X: OnMac OS X, the pdftohtml software can be installed via MacPorts:

sudo port install pdftohtmn

The simplest way to use it with Nuxeo is to have the pdftohtml binary in the PATH of the user launching
Nuxeo.

If for any reason you can't do this, you have to override the default contribution by creating a
conmandl i ne- pdf 2ht m - confi g. xm filefor example, and put it under nuxeo. ear/ confi g:

<?xm version="1.0"?>
<conponent nane="com nyproj ect. pdftohtm .config">

<extension target="org. nuxeo. ecm pl atf orm commandl i ne. execut or. servi ce. CommandLi neExecut or Conponent "
poi nt =" command" >
<command nanme="pdftohtm " enabl ed="true">
<commandLi ne>/ pat h/ t o/ pdf t oht ml </ cormandLi ne>
<paraneterString> -c -noframes #{inFilePath} #{outDirPath}/index.htm </ paraneterString>
<installationDi rective>You need to install pdftohtm </installationDirective>
</ command>

</ ext ensi on>

</ conponent >

12.3. Image documents

In order to preview, tile and annotate image documents, you have to install ImageMagick and the other
reguirements (depending on the type of images you use) as describe here.
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Chapter 13. Automatic starting and stopping of JBoss

The procedure described here is targeted for the Debian Etch distribution, and should be valid for any
Debian-based GNU/Linux distribution such as Ubuntu. In other GNU/Linux distributions some commands may
be different.

Create the following shell script /etc/init.d/nuxeo:

#1/ bi n/ sh

JAVA HOME=/ usr/lib/jvnljava-1.5.0-sun
export JAVA HOVE

JBOSS_HOME=/ usr/ | ocal / nuxeo- ep- 5. 2
$JBOSS_HOVE/ bi n/ j bossct| $@

Then enable the autostart creating the links in the reX.d directories running the command (as root):

$ update-rc.d nuxeo defaults

Output:

Addi ng system startup for /etc/init.d/ nuxeo5 ...
/etc/rcO.d/ K20nuxeo -> ../init.d/ nuxeo
/etc/rcl.d/ K20nuxeo -> ../init.d/nuxeo
/etc/rc6.d/ K20nuxeo -> ../init.d/ nuxeo
/etc/rc2.d/ S20nuxeo -> ../init.d/ nuxeo
/etc/rc3.d/ S20nuxeo -> ../init.d/ nuxeo
/etc/rc4.d/ S20nuxeo -> ../init.d/nuxeo
/ etc/rch.d/ S20nuxeo -> ../init.d/ nuxeo

Now restart the machine and verify that nuxeo is started automatically looking at the log file.

If you want to remove the automatic startup use the command (as root):

$ update-rc.d -f nuxeo renove

Output:

Renpvi ng any system startup links for /etc/init.d/ nuxeo ...
/etc/rc0.d/ K20nuxeo
/etc/rcl. d/ K20nuxeo
/etc/rc2.d/ S20nuxeo
/ etc/rc3.d/ S20nuxeo
/ etc/rcd. d/ S20nuxeo
/ etc/rch. d/ S20nuxeo
/ etc/rc6. d/ K20nuxeo
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Chapter 14. Run Nuxeo EP with a specific IP binding

To be able to call the Nuxeo Services remotely using the Nuxeo Framework (e.g. when using Nuxeo RCP), you
will need to bind an IP address when running the server. To do this, afew step are needed:

* iN$JBOSS_HOVE/ server/ def aul t/ depl oy/ nuxeo. ear/ conf i g/ nuxeo. properti es change the value of
or g. nuxeo. ecm i nst ance. host , replace "localhost” by the |P address of the JBoss server,

* iN$JBOSS_HOVE/ server/ def aul t/ depl oy/ nuxeo. ear / conf i g/ platform-config.xml
mono-server: ${ org.nuxeo.ecm.instance.host} is used to reference address set in nuxeo.properties

multi-server: either use IP or set DNS aliases in your hosts file (default names in Nuxeo packages are
usually something like nxcoreserver, nxsearchserver, nxplatformserver, nxjmsserver, nxwebserver,
nxdbserver).

* iN$JBOSS_HOME/ ser ver / def aul t/ depl oy/ nuxeo. ear / conf i g/ dat asour ces/ cor e- event s-ds. xni
replace, if enabled, the 127.0.0.1 value of j ava. nani ng. provi der. url by the IP address of the Jooss
server,

* start jboss with the -b option:

Jrun.sh -b server _|P_address

| P behavior change between JBoss 4.0.x and JBoss 4.2.X
When no IPis specified, JBoss 4.0 is bound to listening on any address, not only on localhost.

For obvious security reasons, JBoss 4.2 (version required by Nuxeo EP 5.2) has a different
behavior. If you still want this, use -b 0.0.0.0

For a server in production, see SecureJBoss.
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Chapter 15. Virtual Hosting

The Nuxeo webapp can be virtual hosted behind aHTTP/HTTPS reverse proxy, like Apache.

15.1. Motivations for virtual hosting

Virtual hosting provides several advantages.

» Support for HTTPS

HTTPS support in Apache is easy and flexible to setup.

Apache can also be used to handle certificate authentication.
» URL filtering

Y ou can use Apache filtering tools to limit the URL s that can be accessed viathe reverse proxy.
» Handle HTTP cache for static resources

Nuxeo 5 generates standard HT TP cache headers for all static resources (images, JavaScript...).

These resources are by default cached on the client side (in the browser cache). For performance reasons,
it can be useful to host these resources in the reverse proxy cache.

15.2. Virtual hosting configuration for Apache 2.x

15.2.1. Reverse proxy with mod_proxy

For this configuration, you will need to load and enable nod_pr oxy and nod_pr oxy_ht t p modules.

ProxyPass / nuxeo/ http://Nuxeo5Serverlnternal |l p: 8080/ nuxeo/
Pr oxyPassReverse /nuxeo/ http://Nuxeo5Serverlnternal | p: 8080/ nuxeo/

Y ou can also use rewrite rules to achieve the same result:

ProxyVia On

ProxyRequests O f

Rewr | t eEngi ne On

RewriteRul e /nuxeo(.*) http://Nuxeo5Server|nternal | p: 8080/ nuxeo$l [P, L]

This configuration will allow you to access the Nuxeo EP webapp viaht t p: / / ApacheSer ver / nuxeo/ .

The Nuxeo webapp will generate the URL s after reading the http header x- f or war ded- host .

Unfortunately, this header does not specify the protocol used, so if your Apacheis responding to HTTPS, you
will need to send Nuxeo EP a specific header to indicate the base URL that the webapp must use when
generating links.

Request Header append nuxeo-virtual - host "https://nyDonai nNane/ "

Thiswill require you to load and activate mod_header s module.

And if you have"client denied by server configuration" efror, you must check the access control
directives of nod_pr oxy:
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<Proxy *>
Order Deny, Al | ow
Deny from al |
Al ow from 192. 168
</ Pr oxy>

15.2.2. Reverse proxy a Webengine site to a myexample.com/mysite url

Y ou need the same configuration from the first section. It is advised to first get it to work before proxying
exclusively a Webengine site.

A site request queries both from its own url (/nuxeo/site/mysite) but also get static resources from the root
(/nuxeo/nxthemes ...). A rewrite configuration for mysite would look like:

RewriteRul e A/ nuxeo$ /nuxeo/ [P,L]
RewriteRule ~ nysite$ /nysite/ [P, L]

Rewri teCond %4 REQUEST URI'} ~/nysite/skin/nysite/.*
RewriteRul e A/ nysitel/skin/nysite/(.*) http://127.0.0. 1: 8080/ nuxeo/ site/skin/nysite/ $1 [P, L]

Rewr it eCond % REQUEST URI'} ~/nysite/skin/.*
RewriteRul e A/ nysite/skin/(.*) http://127.0.0.1: 8080/ nuxeo/ site/skin/nysite/ $1 [P, L]

RewriteCond % REQUEST URI} ~/nysite/nxthenes-(lib|css)/.*
RewriteRule A nysite/(.*) http://127.0.0.1: 8080/ nuxeo/ $1 [P, L]

Rewr it eCond % REQUEST URI'} ~/nysite/ nxt hemes-webw dgets/.*
RewriteRule A/ nysite/(.*) http://127.0.0.1: 8080/ nuxeo/ site/ $1 [P, L]

RewriteRule A/ nysite/(.*) http://127.0.0.1: 8080/ nuxeo/site/ nysite/ $1 [P, L]

Webengine aso needs to know the base of the site, in this case, an empty string instead of /nuxeo/site. This
information is passed using the mod_headers:

Request Header append nuxeo-webengi ne- base-path ""

Y ou can also fetch the static resources from a different path. To do so add a properties to the nuxeo.properties
file

or g. nuxeo. ecm webengi ne. ski nPat hPr ef i x=/ ski n/

15.2.3. Reverse proxy with mod_jk

nod_j k allows you to communicate between Apache and Tomcat via the ajpl1.3 protocol.

JkWor kersFil e /etc/apache2/j k/ workers. properties
JkLogFi | e /var /1 og/ nod_j k. | og

JkLogLevel info

JkMount /nuxeo aj pl3

JkMount /nuxeo/* aj pl3

Thewor kers. properti es filewill contain the list of Nuxeo EP Tomcat servers. The AJP13 tomcat listener
should be enabled by default on port 8009.

wor ker . |i st =aj p13

wor ker . aj p13. port =8009

wor ker . aj p13. host =Nuxeo5Ser ver | nternal | p
wor ker . aj p13. type=aj p13

wor ker . aj p13. socket _keepal i ve=1

wor ker . aj p13. connect i on_pool _si ze=50

Once again, if you use HTTPS, you will need to set the Nuxeo-specific header to tell the webapp how to
generate URLSs:
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Request Header append nuxeo-virtual -host "https://myDomai nNane/"
Thiswill require you to load and activate the mod_header module.

15.2.4. Configuring http cache

The Simple cachefilter is deprecated, we recommand using the filterConfig extension point of
ReguestControllerService.

15.2.4.1. RequestControllerService's filter extension point

This XP let you contribute customized filter for a given pattern URL.

Example 15.1. Example of a filter Config Registration:

<extension target="org. nuxeo. ecm pl atf orm web. cormon. request control | er. servi ce. Request Control | er Servi ce"
point="filterConfig">

<filterConfig nane="filterNane" transactional ="true" synchonize="true"
cached="true" private="true" cachetine="3600">
<pattern>/nuxeo/url Pattern/.*</pattern>
</filterConfig>
</ ext ensi on>

This contribution will ensure that every pattern matching url will go through NuxeoRequestControllerFilter.
The header of the corresponding request will be modified according to the XP configuration. Hereisalist of
the possible options:

* filterConfig

* name: name of the Filter.

e transactional: use transaction.

 synchonize: is synchronized

e cached: if true, add cache-control to header
 cacheTime: cache duration.

* private: if true, cacheis private, public if false.

e pattern: url pattern to match

15.2.4.2. Using Simple Cache Filter

The Nuxeo webapp includes a Servlet Filter that will automatically add header cache to some resources
returned by the server.

By using the depl oynent - f ragenent . xni you can also put some specific resources behind this filter :

<ext ensi on target ="web#FI LTER"'>
<filter-mppl ng>
<filter-name>si npl eCacheFilter</filter-nanme>
<url-pattern> M/URLsToCache/ *</ url - pattern>
</filter-mppi ng>
</ ext ensi on>
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When Nuxeo EP is virtual hosted with apache you can use mod_cache to use the reverse-proxy as cache server.

Y ou can also use Squid or any other caching system that is compliant with the standard HTTP caching policy.
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Chapter 16. Firewall configuration, open ports

Port trandation

See Using anon-standard 1P address and ports about port translation, this chapter focuses on the

ports list to open on a mono or multi-server installation.

16.1. Standard Nuxeo-EP

Table 16.1. Default portsused by Nuxeo

Type Protocol Port
Web HTTP 8080
EJB3 cals RMI 4444 | 4445
3873/ 1098
JNDI JNDI 1099
Runtime remoting et streaming TCP 62474
3233 (no more used since Nuxeo
5.1.3.2)
JMS TCP 8093
LDAP (if used) LDAP 389
DBMS (if used) JDBC 5432 for PostgreSQL
JODConverter URP 8100

16.2. Bi-machine " Stateful/Stateless"

As said before, the bi-machine configuration allow to duplicate the statel ess server. All duplicated stateless
servers will need to access some ports on the stateful server, while the stateful server need only accessto at

|east one statel ess server.
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Chapter 17. Backup, restore and reset
Note

For server migration (moving a Nuxeo instance from a server to ancther), follow the backup
procedure on the source server and then the restore procedure on the destination server.

Note
Nuxeo-shell may be used for import/export purpose but it's not the same as the " system backup”
described here.
17.1. Backup
! | mportant

It is highly recommended to stop nuxeo during backup.
If you use a database, you may switch it in a"hot backup" mode to ensure that all new incoming
requests will wait the end of the backup process.

Backup these directories and files:

» Nuxeo libraries deployed in JBoss as they are specific to the running Nuxeo EP version
$JIBOSS/ server/defaul t/ i b/ nuxeo*

* Nuxeo EP EAR (Entreprise ARchive)
$JIBCSS/ server/ def aul t/ depl oy/ nuxeo. ear/

* data stored on filesystem
$JBOSS/ server/ def aul t/ dat a/

* it could be useful to backup logs

$IBCSS/ server/ defaul t/ 1 og/

Backup your database(s) if you use one (some).

Finally, backup any file you have customized. Hereis a short list of such files:

« if you changed JVM startup parameters (run.bat, run.conf) or use Nuxeo's startup script (jbossctl,
jbossctl.conf, bind.conf)

$JIBOSS/ server/ bin

« if you changed the logging levels (log4j.xml)
$JBCSS/ ser ver/ def aul t/ conf

* if you added some .jar files for specific JDBC drivers
$IBOSS/ server/defaul t/lib

« if you changed JBoss configuration (like mail-service.xml)
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$JBCSS/ server/ def aul t/ depl oy

17.2. Backup before an upgrade

If you plan an upgrade, you may backup separately the configuration files in order to easily apply again your
configuration on the default one (take care not to loose any evolution on these files):

» Main configuration isin $JBOSS/ ser ver / def aul t/ depl oy/ nuxeo. ear/ confi g
» Datasources are defined in $JBOSS/ ser ver / def aul t / depl oy/ nuxeo. ear / dat asour ces

» Compass backend is configured in
$JIBOSS/ server/ def aul t/ depl oy/ nuxeo. ear/ syst emf nuxeo- pl at f or m sear ch- conpass- pl ugi n*/ conpass. cf g. xr

17.3. Restore

All you need isto restore previously saved database(s), files and directories.

17.4. Reset

Y ou can simply reset Nuxeo by removing its data: delete $IBOSS/ ser ver / def aul t/ dat a/ and empty all used
databases. On start, Nuxeo EP recreates dl its tables, files and directories.
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Chapter 18. Offline client synchronization
Note

This procedure applies only for clients working in read-only mode. Otherwise, the synchronization
procedures are failing.

18.1. Working environment

The environment contains 2 Nuxeo servers. One of them (further named "offline server") is the Client machine
working in read-only mode. The second (further named "online server") is the base Nuxeo server. The user
wants to have on own offline server areplication of the documents on online server so the user can consult
them (not to modify) offline.

Thetarget isto upload on offline server the entire set of visible documents for user from online server.
Subsequent synchronizations should require minimum amount of data transfer.

The online server synchronization module is the nuxeo-platform-sync-server project, available as addon. It is
enough to deploy it to have the feature enabled.

The offline server needs:

* nuxeo-platform-sync-client-api, nuxeo-platform-sync-client-core. nuxeo-platform-sync-client-web,
available as addons, deployed

» flag org.nuxeo.ecm.webapp.readonly.mode set true in the nuxeo.properties.

18.2. Use case

As user | want to be able to synchronize my offline server.
Step 1: An empty mini Nuxeo server is used.

Step 2: Using the synchro GUI, the mini Nuxeo server is configured to connect to online server. The
mini-server is updated.

Step 3: User checksto see that all accessible documents are available offline

Step 4: Using the same synchro U, further synchronization are effective.

18.3. User guide

The offline server user logs in and navigates to " Synchronize" page (following the link in top tool list). The
user provides the credentials on the server, starts the synchronizations and, on completion, if required, logsin
back with the new credentials.

18.4. How does it work?

The data workflow on server issimple:

» WS Addressing webservice is made available by the server to alow client requests: the current situation
and the DocumetnSnapshot of a particular document. The blobs are requested through a restlet.

» ExportRestlets are provided to download relationsin RDF format and directories XML based custom
encoded.
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The dataworkflow on client is alittle more complicated, as the client is responsible to decide what documents
need to be updated:

The moduleis able to obtain the webservice SEI based on the provided credentials. With this, the module
requests for server the tuples describing the current situation, or the DocumentSnapshot of a particular
document.

Also, the query ran on server is provided to client in order to have the same scope of documents
synchronized.

Servers runs the query with the user credentials and provides alist of tuples containing: the document id,
path, type (including version / proxy selector), modification date, context data for allowing import. Client
compares the list with the current situation running the same query.

First it removes the documents no longer available.

After it adds the new documents (in order: usual documents, versions, proxies).

And finally it updates the documents modified.

The documents are added through Core import, allowing preserving the document ID. Also, this method allows
to "add" proxies and versions easily. The update of documentsis madein several steps:

first, the client requests the FlagedDocumentSnapshot (a DocumentSnapshot + the hasBlobs flag) on
synchro webservice;

the DocumentSnapshot map of properties are set on the local document using a mechanism very likely
with the core import/export;

if the document has blobs, client makes regquest to ExportRestlet for the document export;

the Client reads the document.xml and the blob files received and adds them in the document.

The vocabularies and relations are exported entirely and also are imported by replacing existing ones.

Note

Known bug: in the case of security wholes in the tree, the offline server can end up in an undefined
state. For instance: user has read rights on Workpspace A, not on Folder B below and has on Folder
C below. The Folder C can't be created on offline server as Folder B is not supplied from server.
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Chapter 19. Replication tool

19.1. Functional Objective

The system replication feature aims to clone entire collection of data existing in a Nuxeo system. Consequently
the clone has to be importable in another system leading to a complete replication of the system. Such featureis
obviously an important gain because it allows:

» complete backup of system
» complete data migration

* replication of complex systems

Three projects are designed to accomplish the objectives:

e common modules
» export modules

* import modules

The export module is also ported on 5.1, allowing migration from older storages to current supported Nuxeo
deployment.

19.2. Use cases
» UC1 System backup

As administrator | want to make a backup of the system

1. Administrator is managing a complex Nuxeo system (including: users, document base, relations, etc.)

2. Administrator ensures that for the time the replication occurs no actions are performed on server (no
user connects, change documents, etc.)

3. Administrator starts the system export. No other actions are performed.

4. Administrator acknowledges the finish of the replication and the results. The Ul and the server log
provides the right information.

5. Thearchiveisstored safely.

* UC2 Datamigration 5.1t05.2
As Administrator | want to migrate 5.1 server to 5.2 server

1. Administrator is managing a complex Nuxeo 5.1 system (including: users, document base, relations,
etc.) and has afresh new installed 5.2 system

2. Administrator ensures that for the time the replication occurs no actions are performed on server (no
user connects, change documents, etc.) on both servers

3. Administrator startsthe 5.1 system export. No other actions are performed.
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4. Administrator acknowledges the finish of the replication and the results. The Ul and the server log
provides the right information.

5. Administrator copies the clone on a fresh new Nuxeo 5.2 machine.
6. Administrator starts the import of the clone. No other actions are performed.

7. Administrator acknowledges the finish of the import and the results. The Ul and the server log provides
the right information.

8. Asresult, the new Nuxeo system is a perfect replication of theinitial one.

» UC3 Backup import
As Administrator | want to import an older backup.

1. Administrator is managing a Nuxeo 5.2 system (including: users, document base, relations, etc.) and has
an older backup archive

2. Administrator ensures that for the time the import occurs no actions are performed on server (no user
connects, change documents, etc.)

3. Administrator optionally cleans up the DB before import.
4. Administrator starts the import of the clone. No other actions are performed.

5. Administrator acknowledges the finish of the import and the results. The Ul and the server log provides
the right information.

6. Asresult, the new Nuxeo system is a perfect replication of the initial one.

19.3. User guide

A complete user guide can be found at http://doc.nuxeo.org/xwiki/bin/view/FA Q/ReplicateNuxeoRepository

19.4. How does it work?

The Nuxeo system contains a heterogeneous collection of data.

In this moment the following type of objects are considered:

 documentary base
 usual documents (workspaces and templates content, comments, tags, etc.)
* versions (the checked in documents)

* proxies (published documents)

* relation graphs
» vocabularies (excluding groups and users)

* groupsand users
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« different other tables (audit, tagging, etc.)

The approach needs to be different in the case of each type.

A special attention must be paid to the Seam and core sessions. Long operations could be broken by the Seam
context. Thinking of repositories with 200,000 documents and more the Seam session is not suitable.

Also data asrelations or vocabularies are easier to manage through already existing services, meaning the need
of container context.

The super user context is always used.
The export and import need to be considered one along the other.
Transaction management

In a JEE environment, we must take care of the transactions in order to:

 avoid timeouts avoid filling up the transaction cache (ex : prepare statement in case of PGSQL)

» avoid letting the DataSource in a dirty state

Asgeneral TX guideline, we must handle transactions during import/export by hand (not let the container do it)
by controlling the core session. We must handle batches (ie : commit any X documentsisthe DB isin aclean
state). During the export, since we don't write into Nuxeo, TX is not that important. During import TX
management is very important. It isimportant to maintain the right order in importing resources. Also, the
import must be done one by one or in small chunks. The resume log MUST bein sync with the TX
management : only batches that are successful must be logged.

Replication directory structure

/Replication Root

/Documentary Base

/Usual Documents

/Workspaces

/workspacel

[folderl

/Versions

/versionl ID

/Relations

/graphl
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/V ocabularies

[directoryl

/Groups
/groupl

/Audit

/Tagging
Anyway, storing the document in aFStreeisagood idea

» avoid FS problems (too may children)

+ alow easy multi-threading import

The system replication is made inside a single directory named “Replication Root”. Under it, “Documentary
Base” contains the documents. Under it, the “Usua documents’ contains the repository exported muck likely
the export utility. The file names are the names of the documents. The path of Nuxeo documentsis unigue, so it
can be used without worrying of duplicates. We can find the usual documents exported, with blobs offline, with
anew ACL encoded export for each document (inside the usual document.xml file). The lifecycle stateis
aready saved in the document export). And also a new file named “import.export” containing the contextual
metadata required for core import. Under “Documentary Base” the “Versions’ folder contains the checked in
versions. The versions are exported as the usual documents with proper metadata for core import. All versions
are exported flat in directories named astheir ID. The proxy documents are exported amongst the usual
documents. They should only contain the core export-import metadata, these being enough for reconstructing
the proxy.

Under “Relations’ every graph is RDF exported as “rdf . xml” under the graph name folder.

Under “Vocabularies’ every directory is custom XML exported as “vocabulary.xml” under the directory name
folder.

Under “Groups’ and “Users’ the existing entities are saved in folders named by the entity name. Inside every
directory a custom XML file “user.xml” or “group.xml” file is holding the Nuxeo specific data on the entity
(see NuxeoPrincipa and NuxeoGroup).

Under “Tables’ the existing and named tables are CSV exported.

The user has to provide the name of repository to be exported. The service itself creates a new thread to run the
export, respectively theimport, and returnsimmediately in the bean.

Theimport occurs actually in 2 stages: first the document is core imported (in order to ensure the ID
preservation) using the contextual metadata; and after the actual import occurs (including the ACL). Data
migration may include additional steps. Because there were some schema changes between Nuxeo versions
data exported form aversion 5.1.X may need to be modified before being imported into a5.2. For this, we have
a 3 steps pipe : export from source; apply transformations; import transformed data. Before actual import, a
transformer can be contributed as Java extension mechanism. The transformer receives the exported document
XML representation and can touch it in any way. The resulted XML is later used in import instead of original

Nuxeo EP 5.3 70



Replication tool

one.

19.5. Customizing the import code

2 interfaces are provided to alow customizing the code behavior when doing the import.

* org.nuxeo.ecm.platform.replication.importer.DocumentX ml Transformer. It alows to transform the XML
document structure, asit was exported, just before importing. It offers the chance to touch the document
XML representation (asin Core 10 export form). The transformation occursin memory directly in the
DOM document. If it fails (with exception or null is returned) the initial structure is used. The default
implementation does nothing.

* org.nuxeo.ecm.platform.replication.importer.Document TypeSel ector. It allows to decide if aparticular

document gets imported or not based on the type selection. The default implementation rejects the type
"UserDataRoot".

In order to use it just set the custom implementation before running import in the service through the setter.
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Chapter 20. High availability, fail-over, clustering,
replication and load balancing solutions

Here are some sample configurations. There are many other possible options.

20.1. Introduction

For such purpose, we will deploy Nuxeo on multiple servers. Each Nuxeo server is a specific part of a standard
Nuxeo server (called "mono-machine”, versus "multi-machine"). We currently recommend to use nuxeo-2parts
packaging with a"stateless” and a"stateful” server (previous recommended packaging was nuxeo-3parts with
"core", "search" and "web" servers).

Stateless server may be duplicated as many times you need, allowing load-balancing / clustering between
front instances.

Stateful server must be unique. It can be replicated to ensure fail-over. High availability will depend on the
replication solution and time required to switch from a dead server to the replicated one.

High Availability isthe result of mixing replication, load-balancing, and optimization. Time window for
loosing data or unavailable services will depend on the replication, load-balancing and JM S configuration and
solution chosen.

20.2. Fail-over based on PostgreSQL replication (warm-standby
mode)

Using native PostgreSQL replication called "Warm Standby Using Point-In-Time Recovery (PITR)" to set up a
primary-standby configuration. See http://www.postgresql.org/docs/8.3/interactive/warm-standby.html

In this configuration, there are, at least, two servers. a primary and a standby.

» The primary server runs normally, exporting its data to make them available for the standby.

» The standby server runs as read-only, being permanently synchronized with the primary. There could be
multiple standby servers.

If the primary server fails, then:
» The standby server is awaken and startsits fail-over procedure to become the primary server.

» The primary can now be repaired and set up as standby, or we can set up a new standby server.

* If the primary server fails and then immediately restarts, it must be switched to standby mode if the
standby one has started its failover procedure. A script can be done to watch the primary and inform the
standby when it has to switch mode.

While there is not a new primary and a standby up, we arein a degenerated state.

Standby became primary, a new standby server hasto be set, either on the down primary after restart or
on anew system.

» Once we have running primary and standby servers, we can consider that we've completed afail-over
procedure, switching primary and standby roles.

As said on PostgreSQL documentation: [so, switching from primary to standby server can be fast but requires
some time to re-prepare the failover cluster. Regular switching from primary to standby is useful, since it
allows regular downtime on each system for maintenance. This also serves as atest of the fail-over mechanism
to ensure that it will really work when you need it. Written administration procedures are advised. |
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20.2.1. Install PostgreSQL contribution pg_standby

Download and compile pg_standby .

For example, from atgz postgresqgl 8.2.6 installation, do :

cd postgresqgl-8.2.6/contrib

nkdi r pg_st andby

cd pg_st andby

wget https://projects. commandpronpt. com public/pgsql/repo/trunk/pgsqgl/contrib/pg_standby/ Makefile

wget https://projects. conmandpronpt. cont public/pgsql/repo/trunk/pgsql/contrib/pg_standby/pg_st andby. c
cd ../..

./configure

cd -

make

make i nstal

Thisbuilds a pg_standby binary that is used on standby server. Alternative scripts may be written to replaceit.

20.2.2. Using Nuxeo PostgreSQL replication tool "nx-failover"

Download the Nuxeo replication tools on each server: http://hg.nuxeo.org/tool s/nuxeo-postgresql-replication .

From the nuxeo-postgresgl-replication directory, run "sudo make install" to install or upgrade nx-failover tool.
If you want to package the tool, run "make pkg" in order to generate an archive and quickly distribute it.

Datafrom all datasources and data from the repository need to be synchronized between two Nuxeo instances.
Except al that is stored depending on the datasources and the repository configuration, there are still some
indexes to synchronize that arein:

$JBOSS/ ser ver/ def aul t / dat a/ NXRunt i ne/

Be careful that thisfile that may contain server-specific data (i.e. its |P address or DNS alias) :

$JIBOSS/ server/ def aul t / dat a/ NXRunt i me/ r epos/ def aul t/ def aul t . xni

SSH between servers must be enabled and host keys verified (for postgres and jboss users). PostgreSQL
process will have to su jboss user on both servers (master and slave).

Here are the commands to execute at initiaization :

1. On each server (first on primary, next on standby) :

# initialize nx-failover
nx-failover init [soneDirectory]
# edit and configure nx-failover.conf

# setup directories and ownerships, and run a quick check
nx-fail over setup

# if there are sone errors, fix themand check again
nx-fail over check

sudo /etc/init.d/ nuxeo start

# if it's a new Nuxeo instance, do |login and sonme minimal tricks (navigating root workspace), then | ogout
# this will generate sonme basic data

2. On master server :

nx-fail over backup

3. Ondave server :

sudo /etc/init.d/ nuxeo stop
nx-failover restore
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In case of master server failure (or to switch servers for maintenance or tests purpose), do:

1. On ex-dave (future master) server :

nx-fail over swtch-to-nmaster

2. On ex-master (future slave) server, if it can be reboot (eventually after repair):

nx-fail over sw tch-to-slave

3. If the ex-master server isdead, a new dave server can be set following install from beginning:

# check slave URL set on nmaster in nx-failover.conf
nx-failover init [sonmeDirectory]

nx-fail over setup

sudo /etc/init.d/ nuxeo start

# run again "nx-failover backup" on naster

sudo /etc/init.d/ nuxeo stop

nx-fail over restore

20.2.3. Using Nuxeo PostgreSQL replication tool from SVN (deprecated)

Download the Nuxeo replication tools on each server: http://svn.nuxeo.org/nuxeo/tool s/replication/trunk .

Copy and parameterizei ni t - var. sh. sanpl e t0i ni t - var . sh. This documentation assume you have set
postgresgl-8.2 and nuxeo-server services, if not, the scripts can do it (see "make_symi i nks" in "i ni t - nuxeo. sh"
and"i nit-system sh").

SSH between servers must be enabled and host keys verified (for postgres and jboss users). PostgreSQL
process will have to su jboss user on both servers (primary and standby).

Here are the commands to execute at initialization :
1. On each server (first on primary, next on standby) :

# initialize PostgreSQ database
./failover.sh pg-init

servi ce nuxeo-server start
# if it's a new Nuxeo instance, do |ogin and sonme minimal tricks (navigating root workspace), then | ogout
# this will generate sone basic data

2. On primary server :

./failover.sh backup
./failover.sh init-primry

3. On standby server :

service nuxeo-server stop
./failover.sh restore
./failover.sh init-standby

In case of primary server failure (or to switch servers for maintenance or tests purpose), do:

1. On ex-standby (future primary) server :

./failover.sh switch-to-primry

2. On ex-primary (future standby) server, if it can be reboot (eventually after reparation):
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./failover.sh swtch-to-standby

3. If the ex-primary server is dead, a new standby server can be set:

# check standby URL set on primary in init-vars.sh
./failover.sh pg-init

servi ce nuxeo-server start

# | ogin, |ogout

servi ce nuxeo-server stop

./failover.sh restore

./failover.sh init-standby

Nuxeo EP 5.3

75



Chapter 21. Monitoring Nuxeo

To monitor an application, you follow a set of values over a period of time and make sure some values don't go
over or under acertain threshold. The value can be the available memory, the number of file open, usage of
datasources ...

Inside JBoss, modules (called MBean) use an internal IMX server to communicate. Nuxeo, JBoss or the VM
can use the MBean server to publish interesting data. Those data are then available by querying the IMX server.

To be able to monitor Nuxeo you heed to:

» Configure Nuxeo so JBoss, Nuxeo and the VM publish their information to the same IMX server. (
Section 21.1, “Configure Nuxeo to use asingle IMX server.” )

» Choose the data you want to monitor. ( Section 21.2, “Interesting data to monitor.” )
* Retrieve information from the IMX Server by:
 persisting it on the server for later retrieval/analysis. ( Section 21.3, “Persisting and analysind data.” )

 using atool to query the IMX server remotely. ( Section 21.4, “ Querying the IMX server remotely” )

21.1. Configure Nuxeo to use a single JMX server.

21.1.1. Configuration from Nuxeo 5.3.0

The configuration is not specific to Nuxeo. JBoss documentation is available here

A IMX server alows communication between different MBean. From Java 5, aJM X server isincluded in the
JVM. JBoss createsits own IMX server. To set JBoss so it uses the same IMX server than the VM and to be
able to connect to it, you need modify the command line to launch JBoss

For alinux distribution you need to add to r un. conf :

# Enabl e the jconsole agent |ocally

JAVA _COPTS="$JAVA OPTS - Dcom sun. managenent . j nxr enot e"

# Tell JBossAS to use the platform MBean server

JAVA_COPTS="$JAVA OPTS - Dj boss. pl at f orm nbeanser ver"

# Make the platform MBean server able to work with JBossAS MBeans

JAVA OPTS="$JAVA OPTS - D avax. managenent . buil der.initial =org.jboss. system server.jnx. MBeanServer Bui | der | npl "

For Windows, you need to add to r un. bat :

% AVA _OPTS% - Dcom sun. managenent . j nxr enot e
set JAVA OPTS=%AVA OPTS% - Dj boss. pl at f or m nbeanser ver
set JAVA OPTS=%AVA _OPTS% - Dj avax. managenent . bui | der.initial =org.j boss. system server. j nx. MBeanSer ver Bui | der | npl

Because of abug in jboss-cache, it is necessary to replace jboss-cache by a patched version. Y ou need to
replace:
$JIBOSS/ server/ def aul t/ depl oy/ nuxeo. ear/ | i b/jboss-cache-jdk50-1.4.0.SP1.jar

by the version available here

21.1.2. Configuration for Nuxeo 5.2.0

To configure for Nuxeo 5.2.0, you first need to follow the configuration for 5.3.0 ( Section 21.1.1,
“Configuration from Nuxeo 5.3.0”). Y ou also need to modify thefile
$JBCSS/ server/ def aul t / depl oy/ nuxeo. ear/ confi g/ nuxeo. properti es, Set the value:
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or g. nuxeo. runt i me. managenent . exi st =true

21.1.3. Configuration for Nuxeo before 5.2.0

To use aversion before the 5.2.0, you need to follow the configuration for 5.2.0 ( Section 21.1.2,
“Configuration for Nuxeo 5.2.0" ). Y ou a so need to add the management jar to Nuxeo. Download the jar and
put it in the folder $3Boss/ ser ver/ def aul t/ depl oy/ nuxeo. ear/ pl ugi ns.

21.2. Interesting data to monitor.

Once you have set up monitoring, you can access al the MBean. The easiest isto open the jmx console:
http://local host:8080/jmx-console. The interesting bean are (some information are available in multiple
MBean):

¢ jboss.caname=<DS name>,service=M anagedConnectionPool has attribute: ConnectionCount,
ConnectionDestroyedCount, ConnectionCreatedCount, AvailableConnectionCount,
InUseConnectionCount

* jboss.mq:service=DestinationM anager has statistics attribute about JM S messages. (Important for Nuxeo
previousto 5.2.0)

¢ jboss.system:type=Serverinfo has operation: listMemoryPools (to check memory
usage),listThreadCpuUtilization and listThreadDump (this operation is usefull to find the root of a
problem)

¢ jboss.web:name=http-0.0.0.0-8080,type=ThreadPool shows currentThreadCount, currentThreadsBusy
and maxThreads

» javalang:name=*** type=*** shows usage and peak useage of memory pools
 javalang:type=Memory shows the memory usage.

* javalang:type=OperatingSystem shows OpenkileDescriptorCount (to compare with
MaxFileDescriptorCount).

Y ou can also publish any Nuxeo Service as MBean so they will be easy to monitor. For more information you
can look at ?7??.

21.3. Persisting and analysind data.

This EAQ explains how to persist MBean to afile and how to analyse the log.

21.4. Querying the JMX server remotely

JBoss comes bundle with a command line tools called twiddle. Twiddle allows to connect to a remote JBoss to
query the IMX Server. It makes it the perfect tools to use with monitoring application such as Nagios.

To query a MBean using twiddle run:

twi ddl e.sh -s <URL> get <MBean Nanme>

The output can then easily be parsed.
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Chapter 22. The Nuxeo Shell

22.1. Overview

The Nuxeo Shell isa command line tool for everyone who needs simple and quick remote access to a Nuxeo
EP server. You can see it as the Swiss army knife for the Nuxeo EP world. It can be used by regular usersto
browse or modify content, by advanced users to administrate Nuxeo servers, or by programmers to test and
debug.

The Nuxeo Shell isdesigned as an intuitive and extensible command line application. It can both serve asa
user, administrator or programmer tool, or as a framework to develop new Nuxeo command line clients.

The application is based on the Nuxeo Runtime framework and thus offers the same extension point mechanism
you can find on the server application.

The main features of the command line tool are:

» Two operating modes: an interactive and a batch mode.
» Advanced command line editing like:

* auto-completion

e command history

e command line colors

» command line shortcuts like: CTRL+K, CTR+A, etc.

» JSR223 scripting integration. Y ou can thus connect and execute commands on a Nuxeo server in pure
scripting mode.

» Extensibility - using Nuxeo Runtime extension points

The advanced command line handling is done using the JLine library.

The only requirement is Java 5+. The tool works on any Unix-like OS, on Windows and on Mac OS X.

22.2. User Manual

The Nuxeo Shell application is packaged as azip archive. To install it, you need to unzip and copy the content
inafolder.

The application folder structure is as follow:

+ nxshel
+ app
+ bundl es
+ config
+ data
+ lib
+ lib
- Launcher. cl ass
- |l og4j.properties
- launcher. properties
- nxshell.sh

» Thelib folder contains JARs needed by the application launcher. The Launcher . cl ass isthe application
launcher and | auncher . proper ti es contains configuration for the launcher.

* log4j.properties isasyou expect the configuration for log4j.
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* nxshel | . sh isashell script that launches the application.
» The app folder contains the application code and data.

* app/ bundl es contains the application OSGi bundles. These bundles will be deployed using a minimal
implementation of OSGi (the same that is used on the server side). We may replace the default
implementation by equinox later.

* app/ i b containsthird party libraries needed by the application bundles.

* app/ confi g contains the application configuration files.

* app/ dat a contains temporary data.

The only file you may need to change isthe nxshel | . sh script. Hereis the content of thisfile:

#!/ bi n/ bash

#JAVA _OPTS="$JAVA OPTS - Xdebug - Xrunj dwp: transport =dt _socket, address=127. 0. 0. 1: 8788, ser ver =y, suspend=y"
JAVA_OPTS="$JAVA OPTS - Dor g. nuxeo. runtime. 1. 3. 3. stream ng. port =3233"
java $JAVA OPTS Launcher | auncher. properties $@

If you uncomment the first line, you will be able to run Nuxeo Shell in debug mode.

The second line [must] be commented out if on the server you are running on a nuxeo runtime
1.4.SNAPSHOT. When running against Nuxeo EP 5.1 you need to let this uncommented.

Y ou can run the application in two modes:

1. In batch mode - in this mode you specify the command that will be executed. After the command
execution the process will exit. The command has to be passed as the first argument.

Here is an example of a command executed in batch mode:

$ ./nxclient.sh export /path/to/renote/doc /path/to/local/folder

Here is an example of a command executed in batch mode while also passing parameters:

$ ./nxclient.sh |s --host 192.168.2.54

2. Ininteractive mode - in this mode you can share a single session to run multiple commands against the
remote Nuxeo EP. To start the application in that mode you should run the inter active command in one
of two ways:

$ ./nxclient.sh interactive

$ ./nxshell.sh

After entering in interactive mode a command prompt will be displayed. At this prompt you can enter
commands in the same way you specify them on the command line in batch mode.

When not connected to a server, the prompt will be displayed as:

After connecting to a server naned, let's say "nuxeo-platforni, the prompt will be
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di spl ayed as:

| nuxeo- pl at f or >

So, aswe've seen in the above examples, executing a command is done by using the following syntax:

command [options] [paraneters]

where options and parameters are optional and are specific to the command you run.

Example:
inmport -u /path/to/doc /path/to/local _file

In this case "import" isthe command, "-u" is aflag option and "path/to/doc" and "/path/to/local_file" are both
parameters

Parameters are stand al one arguments (they are not bound to a specific option) and can be retrieved
programmatically using their index. In the example above, the first parameter will have the index 0 while the
second the index 1.

22.2.1. Command Options

Command options are defined by a name and optionally a shortcut (a short name). When referring to an option
using its name you should prefix it by two hyphens '--'. When using short names you should only use one
hyphen as a prefix. For example if you have an option named "host" and using a short name of "h" the
following commands are equivalent:

$ ./nxshell.sh interactive -h |ocal host

$ ./nxshell.sh interactive --host |ocal host

Options may take values or may be used as flags turning on / off a specific option by their simple presence.

When using long names you should specify the option valuesimmediately after the option. However when
using short names you can group options together. Let say for example we have a command that support 4
options: a, v, i, 0. aand v are flag options and both i and o takes an argument as value. In this case the you can
group options like the following:

command -avi in_file -o out_file
or
command -avio in_file out_file

or anyhow you want. Y ou should keep in mind that when grouping options that take arguments, these
arguments will be assigned to each of this optionsin the order they were specified on the command line.

22.2.1.1. Global Options

Besides the specific options that commands may define, there are several global options that apply to all
commands. These are:

* host (--host or -h) the Nuxeo EP host where to connect - defaults to local host
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port (--port or -p) the Nuxeo EP port where to connect - defaultsto 62474
 username (--user name or -u) the username to use - defaults to the "system"” user

» password (--password or -P) the password to use

debug (--debug or -d) to start with debug mode (logs at DEBUG level)

22.2.2. Commands

Thereisthelist of al built-in commands of nuxeo shell.

Notes:

1. Atthetime of thiswriting some of these built-in commands are not yet implemented. Those are be
marked with an asterisk (*).

2. The commands can be grouped in two categories:
« offline commands - command that doesn't need a connection to work. Example: help, log etc.

+ online commands - commands that requires a connection to work. These commands are automatically
connecting if no connection is currently established.

3. Some commands make no sense and are not available in both modes (batch and interactive). Thiswill be
specified by each command if it is the case.
22.2.2.1. interactive

Runsin the interactive mode. This command is not available when aready in interactive mode.

Has no specific options.

$ ./nxshell.sh interactive

22.2.2.2. help
Displays the help page.
Takes an optional parameter which isthe name of a command.

By default, displaysthe global help page. If acommand is given as an argument, displays the help page for that
command.

$ ./nxshell.sh help Is

22.2.2.3. log

Manage logs from console without having to edit logdj.xml. Allow to switch on/off a debug mode, add/remove
loggers, ...

log filename [log level [package or class]] creates afile (created in $PWD/log/ if filename do not contain path
separator, else given path is used). It will record logs at level greater or equal to level (if specified, else default
level isINFO; available values are TRACE, DEBUG, INFO, WARN, ERROR, FATAL). If apackageor a
class (canonical name) is specified, logs will be filtered from this package/class.
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log off [package or class] stopslogging. Applieson all custom appenders (console and filenames) if no
package or classis specified. Don't worry about the warning log off command may cause (the logger is
re-created):

| 0og4j : WARN No appenders coul d be found for |ogger (org.nuxeo.ecm shell.conmrands. | nteracti veConmand).

| og4) : WARN Pl ease initialize the | og4] system properly.

log debug switches debug mode on/off. Same result as starting the shell with -d (--debug) option. This
decrease the log level to DEBUG on console and filenames.

See |0g4j documentation for more information.

Available only in interactive mode

22.2.2.4. connect *
Connectsto a given server. If aconnection is already established, closeit first.

Available only in interactive mode

22.2.2.5. disconnect *
Disconnects from the current connected server. If no connection exists, does nothing.

Available only in interactive mode

22.2.2.6.1s
Lists the children of the current folder in the repository.
By default, Folderish types are displayed in blue.

Note that the Is dir ectory-name command is accepted but won't list the content of di r ect or y- name, it will
only list the content of the current directory. This might be improved in the future to provide a behavior aike
the one of the Unix |s command.

Available only in interactive mode

22.2.2.7. tree
Displays the complete tree structure of the documents as it would be returned by the Unix tree command.

Available only in interactive mode

22.2.2.8.cd

Changes the current directory in the repository (to a Folderish document)

22.2.2.9. pwd

Displays the current path in the repository.

22.2.2.10. view
Viewsinfo about document. The information displayed can be controlled using these command options:
--all (-a) - view al data

--system (-s) - view only the system data
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--acp - view the ACL s on that document

22.2.2.11.rm

Removes a document or atree of documents.

22.2.2.12. mkdir

Creates a Folder document.

22.2.2.13. put

Uploads a blob to afile document. If the target document doesn't exists, createsit.

22.2.2.14. putx

Creates a document other than afile. Metadata (and blobs) are specified in the Nuxeo export format.

22.2.2.15. get

Downloads the blob from a File document.

22.2.2.16. getx

Gets adocument asan XML file (as export, but only for a document).

22.2.2.17. export

Exports documents from the repository.

22.2.2.18. import

Imports documents into the repository.

22.2.2.19. script

Makes it possible to run external scripts. Here are examples of such scripts.

From interactive mode use:

script --file <path_to_your_script> <args>

22.2.2.20. chperm *

Changes a privilege on the given document.

22.2.2.21. useradd
Creates new user(s).

To create user joe:

user add j oe

To create the users define in the users.csv CSV file
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useradd --file users.csv

22.2.2.22. groupadd *

Creates new group(s).

22.2.2.23. groupmod
Modifies agroup

To add user joe to the company-servicel group:

groupnod --user joe conpany-servicel

To set the users of the company-servicel group to be only joe

groupnod --set --user madarche conpany-servicel

To add the usersin the users for_group.csv CSV file to the company-servicel group:

groupnod --file users_for_group.csv conpany-servicel

To set the users of the company-servicel group to be the users define in the users for_group.csv CSV file:

groupnod --file users_for_group.csv conpany-servicel

22.2.2.24. select

Search the repository using the NXQL query language. For example:

sel ect * from Docunent where ...

This command can be used as a starting point to write another script to perform search service queriesif
needed.

This command is only available in the Nuxeo 5.2 branch.

22.2.2.25. Istypes *

22.2.2.26. viewtype *

22.2.2.27. Isusers *

22.2.2.28. Isgroups *

22.2.2.29. viewuser *
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22.2.2.30. viewgroup *

22.3. Troubleshooting

22.3.1. Check listened IP

Be sure on what precise | P address and what precise port the server islistening to. To find out, use the netstat
command on the server host. The example below shows that, on the same host, there are 2 servers listening on
the 62474 port but on different 1P addresses. Y ou should always use as arguments to the nuxeo shell the exact
I P address and port you find out.

$ sudo netstat -ntlap | grep 62474
tcp 0 0 ::ffff:192.0.0.11: 62474 A LI STEN 3623/ ava
tcp 0 0 ::ffff:192.0.0.10: 62474 it LI STEN 1346/ j ava

Alternatively you can use the Isof command.

$ sudo Isof -i :62474

COWAND PID USER FD TYPE DEVI CE S| ZE/ OFF NODE NANMVE

java 3623 jboss 266u | Pv6 0x5d69a70 0t0 TCP [::192.0.0.11]:62474 (LI STEN)
] ava 1346 J boss 266u | Pv6 Ox5d7af 30 0t0 TCP [::192.0.0.10]:62474 (LI STEN)

22.3.2. Check connected server

Be sure to be connected on the right server. To do so, issue aview command. Thiswill display information on
the current context:

192. 0. 0. 10> vi ew

U D: 2al3db70-f 133-473c-9a90- 6838d01610aa
Pat h: /
Type: Root

Title: 2al3db70-f133-473c-9a90- 6838d01610aa
Aut hor: nul |

Created: null

Last Modified: null

22.3.3. Multi-machine case

When working with multi-machine installation, connect the Nuxeo Shell on the server running Nuxeo Core (i.e.
the stateful server on a bi-machine configuration).

22.4. Extending the shell

If you a need a new command (a new functionality) not provided by the Nuxeo Shell, you can add it very
simply by writing a Nuxeo plugin in exactly the same manner you would for a Nuxeo server instance. Thisis
done by writing a Java class for each new shell command and declaring (that is registering) each command in a
single XML file as a contribution to an extension point.

Hereis an example of how to register two imaginary new custom commands addapplicants and
pur geobsoletedocs.
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22.4.1. Registering New Custom Commands

Thisis how to register the new commands:

<?xm version="1.0"?> )
<conponent nanme="com conpany. nuxeo. shel | conmands" versi on="1.0">

<docunent at i on>
Extra Nuxeo Shell commands shown as exanpl es for the Nuxeo Book
</ docunent ati on>

<extensi on target="org. nuxeo. ecm shel | . CommandLi neServi ce" poi nt ="commands" >

<command nane="pur geobsol et edocs" cl ass="com conpany. nuxeo. shel | comrands. Gbsol et eDocsPur geConmmand" >
<descri ption>
Pur ge obsol ete docunents consi deri ng based on predefined hard-coded | ogic.
</ descri ption>
<hel p>Pur ge obsol et e docunent s</ hel p>
</ command>

<cognand_nane=”addapplicants" cl ass="com conpany. nuxeo. shel | commands. Appl i cant sAdder Conmand" >
<descri pti on>
Adds applicants by creating the right folders with the right perm ssions.
</ descri ption>
<par ans>
<param i ndex="0" type="path" />
</ par ans>
<hel p>Adds appl i cant s</ hel p>
</ command>

</ ext ensi on>

</ conponent >

22.4.2. Java Code for the new commands

Thisis how to write a Java class for a new command:

public class Applicant sAdder Coomand ext ends Abstract Command {
public static final String COMAND NAME = "addApplicants";
public void run(CommandLi ne cndLi ne) throws Exception {
String[] elenments = cndLine. get Paraneters();
/| parse conmand |ine
if (elenents.length !'= 1) {
| og.error("Usage: " + COMWAND NAME + " file");
return;
}
File file = new File(el enents[0]);

) addApplicants([...]);

YOid addApplicants([...]) {

22.4.3. Building the shell plugin

Finally the pom xni file for the plugin to the Nuxeo shell needsto at least contain the following dependency to
be able to build extend the Abst r act Conmand class. Building the plugin will generate axxXx. j ar file. Note that
you should of course replace the version given as an example with the version suited for your need.

<dependenci es>

[...]
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<dependency>
<gr oupl d>or g. nuxeo. ecm pl at f or n</ gr oupl d>
<artifactld>nuxeo-shel | - commands- base</artifactld>
<ver si on>5. 1. 7- SNAPSHOT</ ver si on>

</ dependency>

[...]

</ dependenci es>

22.4.4. Deploying the shell plugin
1. Install or decide on using anuxeo shell already installed program.
2. Copy the generated xxx. j ar fileinto the bundl es directory of the nuxeo shell installed program.

3. Deletethedat a directory, if there isany, of the nuxeo installed program. Thisisto purge any caching of
registered JARS.

The next time the nuxeo shell is restarted your new commands will be available.
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A few default distributions are available from download. Y ou can either personalize them, either build your
own distribution from sources.

23.1. Requirements

In order to build Nuxeo sources, you need Ant, Maven 2.0.10, SubVersion (svn), Mercuria, Java Sun 5/6.

See core developer chapter in Nuxeo EP Book - The Reference for more details.

23.2. Limitations

Some of the available packages are still in development (GlassFish, Jetty, ...).

Acceptance tests and Continuous Integration are mainly focused on Nuxeo Document Management under
JBoss.

23.3. Download Nuxeo distribution sources

23.3.1. Download archive

Nuxeo distribution 5.2 ZIP archive

23.3.2. Download sources with Mercurial

hg cl one http://hg. nuxeo. or g/ nuxeo/ nuxeo-di stri buti on#5. 2

23.4. Build from sources

See README file at root of nuxeo-distribution for a short description and common usage exampl es.
23.4.1. Available packages

» nuxeo-platform-ear: Nuxeo Enterprise Platform EAR

* nuxeo-distribution-dm: Nuxeo Document Management EAR

* nuxeo-distribution-jboss: JBoss containing Nuxeo EP or DM EAR
* nuxeo-distribution-shell: Nuxeo Shell

» nuxeo-distribution-gf3: GlassFish distribution

* nuxeo-distribution-jetty:Jetty containing Nuxeo EP or DM

* nuxeo-distribution-tomcat: Tomcat distribution

* nuxeo-distribution-windows: Windows installer of nuxeo-distribution-jboss
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Build Nuxeo distributions from sources

23.4.2. Usage

With Ant: "ant distrib [-Ddistrib=PROFILE,BACKEND]".

With Maven: "mvn clean install package -PPROFILE -Dmaven.test.skip=true".
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Appendix A. Frequently Asked Questions

A.l. Deployment and Operations

Nuxeo supports and certifies the following hardware and software:

Hardware:
e Intel/AMD 32-bit & 64-bit

* SPARC 32-bit & 64-bit

Operating Systems:
e RedHat 3.x, 4.X, 5.

* Debian 4.0, Ubuntu Server 6.06 LTS and 7.04

Solaris 10

Windows Server 2003

MacOS X 10.4.x

RDBMS:
* PostgreSQL 8.x
« MySQL 5.x

» Oracle Database 9i, Oracle Database 10g

Java Runtime Environment (JRE):
o Java5 aka1.5.0 (update 11 recommended)

» Java6 aka1.6.0 (update 11 recommended)

Java EE application servers:
» JBossAS4.0.4 GA and 4.0.5 GA

* JB0ssAS4.2.0 GA (in progress)
» Glassfish v2 (in progress)
» BEA WebLogic 10 (in progress)

The most used configuration is JBBoss AS 4.0.4 GA using JRE 1.5.0_11 on RedHat AS 4.x running on Intel x86

hardware.

Intel-based hardware (bi-Dual Core, Quad Core or bi-Quad Core), 4GB of RAM. The required disk space only

depends on the data volume to store (raw requirements to be secure: size of filesto manage * 2).

Each release (mgjor and minor) is delivered with an upgrade procedure, new features list, improvements list,

fixed bugs list and known bugg/limitations list. Moreover the issue tracker is public (it allows everybody to see

the status of the software, known/ongoing bugs and issues, features/improvement roadmap, etc.).
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Aningtallation guideis available. Upgrade procedures are delivered along each release.

An administration guide is available and updated with each release.

A User Guideis delivered with each release.

A developer guide is delivered and constantly improved.

The reference manual assembles all the documentation available for users, devel opers, operation teams, etc.

Nuxeo provides several other documents/resources such asthe API (Javadoc), some tutorials, specific
Archetypes for Maven 2 (useful to quickly bootstrap new plugins/ projects), etc.

The documentation is available in the English language. Trandation to French, Spanish, German and Italian are
supported/provided by the community (if you require a specific language, you can order it from Nuxeo).

The documentation of included software are either included in the reference documentation if it's useful for
common operations, either linked if not. All the documentation of Nuxeo EP and bundled software packagesis
freely available.

Y early major release and quarterly minor release. The high-level roadmap is published by Nuxeo and updated
frequently. Detailed roadmap is available from the issue tracker (all details are available on each issue such as
comments, status, votes, related commit in the SCM, etc.).

See installation procedure. XXX Add link.

The "Administration and Operation Guide" describes available monitoring points. In short, Nuxeo EP offersa
set of IMX services to monitor all critical points of the application (standard Java EE applications monitoring
system). Moreover, logs can be broadcasted using log4j capabilities (SNMP, email, etc.). Both should be usable
by al major monitoring software.

Nuxeo EP isfully based on Java EE 5 and supports related clustering and HA features. JBoss Clustering is the
recommended clustering and HA solution for Nuxeo EP's services. Nuxeo EP services can be configured for
performance clustering and/or HA clustering (depending on the capabilities and requirements of each service).

Thisis possible through configuration of the application server (ex: JBoss AS/ Tomcat). Nuxeo EP relies on
the application server for al the network configuration.

Nuxeo EP entirely depends on the Java EE application server for al network related configuration. It is not
bind in any way to the physical network configuration of the server. Hence it is possible to change the
hostname of the server and restart the machine without causing any problem to Nuxeo EP.

Fail-over relies on JBoss Clustering for Nuxeo EP services. Here isthe HA system used for each category of
services:

» Nuxeo Core (Content Repository): HA clustering only. It relies on the native RDMBS replication system
(Oracle RAC or PostgreSQL replication solutions). Data integrity has to be trustable and enforced.

* Nuxeo Search (Search Engine): HA and performance clustering. It can use a shared filesystem (if indexes
are stored on the filesystem) or can rely on the RDMBS replication solution. If dataintegrity is corrupt, a
reindexing of the content is be sufficient to restoreit.

» EJB3-based Services: HA and performance clustering. Use native EJB3 clustering and |oad-balancing
from JBoss Clustering. Services using data persistence rely on RDMBS replication (for HA) that needs
to be trustable and enforced.

» Web Client/App: can use HA and performance clustering (using JBoss Clustering). Does not need data
sync.

To achieve the highest level of data integrity, Nuxeo recommends storing binary files as BLOBs directly in the
database (hence use a RDBM S offering optimized BLOBs storage (such as Oracle or PostgreSQL ). Using this
mechanism, Nuxeo EP can store al its data into the RDBM S (including request/search engine indexes) and
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relies on it to enforce dataintegrity. Moreover, Nuxeo EP is fully transactional and relieson JTA (+ XA) for
transaction management (that enforce data integrity across data sources).

Nuxeo EP has been designed to completely rely on RDBM S data integrity (that can be considered trustable
nowadays). One can use RDBM Stools to check data integrity/consistency and data failure if any. If the data
model is corrupted, Nuxeo EP warns about it when the repository starts. Indexes (from Nuxeo Search) can be
verified and easily be rebuilt by reindexing the content if any problem occurs.

The maximal impact is service downtime and data restoration from backups. Dataintegrity errors are reported
in the logs and can then be sent via email notifications, SNMP and any log4j capabilities.

Nuxeo EP offers an applicative dataimport/export service (using XML serialization of documents) that can be
used as an incremental backup/restore system. For an efficient backup system, Nuxeo recommends using hative
RDBMS tools (that can offer incremental backups, snapshots, hot restore, etc.).

The restoration speed is the native database write performances. We do not have more statistics yet (but should
be available by July 2007, benchmark are in progress on this point).

When all datasources for storage are using the same database (the recommended setup), the RDBMS can
achieve a consistent backup (usually at low cost for the user service). Restore can only be launched when the
system is stopped.

Content object restore can be done using the import/export service. Here is the procedure to achieve this:

1. Get IDs of content object to restore using, for example, the audit service/log (ex: get all Doclds from
"CreateObject” log entries for a particular user).

2. Get those document from a backup (done via the export service) and copy them in adirectory (the
standard export format use one directory per content object which is easing alot this operation).

3. Use acommand line import/export client to (re-)import document in this directory.
4. You'redone.
RDBM S backup can be handled as usua using legacy backup scripts for this RDBMS. Applicative backups can

be launched using the import/export client CLI. Thereis not supported scripts at the moment (but they could
easily be written).
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This chapter is provided to help you install the software needed to work on your Nuxeo projects.

[TODO: refactor this chapter asin many cases, the packages may be installed using some package management
system (for instance on Mac OS: port install apache-ant maven?2).]

B.1. Installing Java

Nuxeo EP usesthe latest generation of Javatechnologies and thus requires aJava 5 or 6 VM such asthe
reference implementation by Sun (the OpenJDK VM is not yet supported).

Y ou may already have the right Java development kit install can enter in the command line:

javac -version

. This should return something like:

javac "1.5.0_10"

If thejavaversionis 1.5.x or 1.6.x, you can skip the "Installing java' section.
Note

Java 5 is also sometimes called Java 1.5 or 1.5.0.

B.1.1. Using the Sun Java Development Kit (Windows and linux)

Sun Microsystems provides freely downloadable version of the Java Development Kit (JDK), that is needed to
compile the Nuxeo platform.

For the purpose of Nuxeo development, you should download the |atest release of the JDK 5 or 6 from
http://java.sun. con j avase/ downl oads/i ndex. jsp

B.1.2. Using a package management systems (Linux)

Some Linux distributions now include Java 5 in their official repositories.

For instance with Ubuntu (Edgy and | ater):

» enable"multiverse" (2 linesto uncomment) in your / et ¢/ apt / sour ces. | i st
* update your package indexes:

$ sudo apt-get update

* install the full Java 6 stack (probably not all is necessary):

$ sudo apt-get install "sun-java6-*"

 ensure Java 6 is now the default VM on your system (instead of gcj and friends by default):

$ sudo update-alternatives --set java /usr/lib/jvnljava-6-sun/jre/bin/java
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(TODO: add similar instructions for Fedora Core and Debian)

B.1.3. Manual installation (Linux)

Y ou can also manually install Java by following the instructions of this page:
http://ww.java. coml en/ downl oad/ | i nux_nanual . j Sp

B.1.4. Setting up JAVA_HOME (Windows, Linux, Mac OS)

Thiswill be required by tools such as Maven (see later).

B.1.4.1. Windows

Follow these instructions:
* type 'windows +'pause
* click on advanced tab
« click on "environment variables" (at the bottom)

» click on new and enter "JAVA HOVE" for variable name and "C: \ Progr am Fi | es\ Java\j dk1.5.0_10"
(adapt to your own JDK install)

don't forget to click on ok to close the environment variables window.

B.1.4.2. Linux

Inyour . bashrc (or . zshrc, ...) add something like:

export JAVA HOVE=/usr/lib/jvnijava-1.5.0-sun

B.1.4.3. Mac OS

Under Mac OS X, if you have properly installed a JDK (XXX: check how), you will need to put in your your
. bashrc (Or. zshrc, ...) add something like:

export JAVA HOMVE=/ Li brary/ Javal/ Horme

B.2. Installing Ant

Ant will be used for building process. If you didn't set it up already on your computer, you can download it
here.

Then need to have Ant setup and on your PATH environment variable.
For linux:

Add something like the following in your . bashr c:
export PATH=/ opt/apache-ant-1.7. 1/ bi n: $PATH

For Windows;
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* type'windows +'pause

* click on advanced tab

* click on "environment variables’ (at the bottom)

» click on path variable and click modify

 add something like this at the end of the PATH definition: ; c: \ program fi | es\ apache-ant-1. 7. 1\ bi n

» don't forget to click on OK to close the environment variables window.
Y ou can then check that your installation is correct by typing:
ant -version

B.3. Installing Maven

B.3.1. What is Maven?

Quoting the Wikipedia entry for Maven:

Maven is a software tool for Java programming language project management and automated
software build. It is similar in functionality to the Apache Ant tool, but has asimpler build
configuration model, based on an XML format. Maven is hosted by the Apache Software
Foundation, where it was formerly part of the Jakarta Project.

Maven uses a construct known as a Project Object Model (POM) to describe the software
project being built, its dependencies on other external modules and components, and the build
order. It comes with pre-defined targets for performing certain well defined tasks such as
compilation of code and its packaging.

A key feature of Maven isthat it is network-ready. The core engine can dynamically download
plugins from arepository, the same repository that provides access to many versions of
different Open Source Java projects, from Apache and other organizations and developers. This
repository and its reorganized successor the Maven 2 repository are the de facto distribution
mechanism for Java applications. Maven provides built in support not just for retrieving files
from this repository, but to upload artifacts at the end of the build. A local cache of
downloaded artifacts acts as the primary means of synchronizing the output of projectson a
local system.

Nuxeo is now fully "maven managed".
Nuxeo holds a Maven repository here: ht t p: / / maven. nuxeo. or g/ .

B.3.2. Installing Maven

Y ou should then install Maven 2 on your devel opment box by downloading the latest tarball from
http://maven.apache.org/download.html and then untar the archivein/ opt (for instance).

We recommend that you use one of the following versions of Maven: 2.0.9, 2.0.10, 2.2.1.
As usual, you have to put the nvn executable into the path of your environment (cf. Ant)

Then add the bi n/ subdir in your PATH by adding something like the following in your . bashrc:

export PATH=/ opt/ maven-2. 0. 9/ bi n: $PATH
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In anew shell you can then test:

$ mvn --version
Maven version: 2.0.9

B.4. Installing JBoss AS

B.4.1. JBoss documentation

Nuxeo README included into JBoss distribution.

Original JBoss README.

B.4.2. Enable EJB3 support

Nuxeo EP default target is the JBoss application server with EJB3 support enabled. To enable the EJB3
support, you should install JBoss with the latest version of the JEMS installer:

$ sudo java -jar jens-installer-1.2.0.GA jar
While executing the installation wizard, you must select ej b3 install. You can leave al other parameters to their
default values.

Y ou would get PermGenSpace errorsif you run JBoss without this configuration:

e Linux:
Edit / opt /j boss/ bi n/ run. conf and add the following line at the end of thefile

JAVA _COPTS="$JAVA OPTS - XX: MaxPer nSi ze=128n{'

Restart JBoss.
e Windows;

Edit $3B0SS/ bi n/ run. bat and add the following line after theline: set JAVA OPTS=%4AVA OPTS%
- Dpr ogr am nane=%ROGNAMEY%

set JAVA OPTS=%AVA OPTS% - XX: MaxPer n5i ze=128m

Restart JBoss.

B.4.3. JBoss AS listening ports customization

The common task for JBoss users is making it to communicate over asingle HTTP server. Thisis quite useful
for network administration, making it easier to go through firewalls. This section describes the necessary steps
to make JBoss communicate primarily over HTTP.

B.4.3.1. Tomcat Web server

JBoss is shipped with built-in Tomcat web server. This server is configured in
'deploy/jbossweb-tomcats5.sar/server.xml' By default only two connectors are enabled: HTTP connector (port
8080) and A JP connector (port 8009). Generally speaking you need only one of them. The former connector is
needed if standalone HTTP server built in JBossis used. Y ou may want to configure it to listen the default
HTTP port 80. The latter connector is needed only if you want to couple JBoss server with external web server
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like Apache, in this caseit is reasonable, for security issues to change the binding address to 'localhost' (of
course if Apache runs on the same host).

B.4.3.2. HTTP invoker web application

The JBoss default configuration deploys a special service that can be used to expose different JBoss servicesin
the HTTP server. It islocated in 'deploy/http-invoker.sar'. The configuration file
‘deploy/http-invoker.saryMETA-INF/jboss-service.xml' may be tweaked to tune the AS to specific needs. By
default the service provides HTTP invoker MBean for EJB ('jboss:service=invoker,type=http) and two HTTP
proxy MBeans that marshal the requests to the Naming service MBean
('jboss:service=invoker,type=http,target=Naming' and

'|boss: service=invoker,type=http,target=Naming,readonly=true). If you need to provide HTTP interface to
another MBeans, you also may specify the proxy servicesin
'deploy\http-invoker.sar\META-INF\jboss-service.xml'. For instance the SRP service for JBoss authentication
may be exposed here.

The service a so deploys web application 'deploy/http-invoker.sar/invoker.war', that configures the servlets that
convert HTTP requests into invocation of MBeans/EJB methods. If you add HTTP proxies to MBeans, you
may need to add servlets that handle the corresponding URI.

Important note. If HTTPS protocol is used the configuration should not use the default host name because the
virtual host name used in the URL (say 'www.nuxeo.org') and exposed in SSL certificates usually differs from
the computer name where JBossis running. To accomplish this get rid of the following attributes:

InvokerURL Prefix, InvokerURL Suffix, UseHostName, replacing them with a single InvokerURL attribute, like
this:

<nmbean code="org.jboss.invocation. http.server. HttpProxyFactory"
nanme="j boss: servi ce=i nvoker, t ype=htt ps, t ar get =Nam ng" >
<I-- Conpose the invoker URL fromthe cluster node address -->
<attribute name="I| nvoker URL" >
https://ww. nuxeo. or g/ i nvoker/ JMXI nvoker Ser vl et
</attri bute>
<attribute name="Exportedlnterface">
org.jnp.interfaces. Nam ng
</attribute>
<attribute name="Jndi Name"></attri bute>
<attribute name="Cientlnterceptors">
<i nterceptors>
<i nterceptor>org.jboss. proxy. d i ent Met hodl nt er cept or </ i nt er cept or >
<i nt er cept or >or g. ] boss. proxy. Securityl nterceptor</interceptor>
<i nterceptor>org. | boss. nam ng. i nt erceptors. Excepti onl nt erceptor</interceptor>
<i nterceptor>org.)boss.invocation.|nvokerlnterceptor</interceptor>
</interceptors>
</attribute>
<depends>j boss: servi ce=i nvoker, t ype=ht t ps</ depends>
</ mbean>
<l-- The rest MBeans should al so use |InvokerURL attribute only,
nmake sure you specify the right host nane
-->

B.4.3.3. INDI service

Thisisthe core service of JBoss and should never be disabled. Nevertheless this service does not need own
listening port (1099,1098), so just change the '1099' to -1":

<mbean code="org. j boss. nam ng. Nam ngServi ce"
name="j boss: servi ce=Nani ng"
xnbean- dd="r esour ce: xndesc/ Nam ngSer vi ce- xnbean. xm " >
<l-- The call by value node. true if all |ookups are unmarshalled using
the caller's TCL, false if in VM| ookups return the value by reference.
-->
<attribute nanme="Cal | ByVal ue">f al se</attri bute>
<!-- The listening port for the bootstrap JNP service. Set this to -1
to run the Nami ngService w thout the JNP i nvoker |istening port.
-->
<attribute name="Port">-1</attribute>

<l-- The bootstrap JNP server bind address. This also sets the default

RM service bind address. Enpty == all addresses, use |ocal host to hide this from

net wor k

-->

<attribute name="Bi ndAddress" >l ocal host </ attri bute>

<l-- The port of the RM nami ng service, 0 == anonynous, you cannot use -1 here -->
<attribute name="Rm Port">1098</attri bute>

<l-- Trk1e RM service bind address. Enpty == all addresses, use |ocal host to hide this from
net wor
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-->
<attribute name="Rm Bi ndAddr ess" >l ocal host </ attri bute>
<l-- The thread pool service used to control the bootstrap |ookups -->
<depends optional -attri but e- nane="LookupPool "
proxy-type="attri bute">j boss. system servi ce=Thr eadPool </ depends>
</ nbean>

B.4.3.4. Default JBoss EJB invokers

Y ou may deinstall the JRMP and Pooled invokers completely. Just comment out the M Beans that provide the
corresponding servicesin ‘conf/jboss-servicexml'.

Important note. The JBoss specifies the invokers for EJB in 'conf/standardjboss.xml’ file. The default is
'|boss:service=invoker,type=jrmp' invoker. To changeit to HTTP invoker you need to add invoker bindings for
all EJB types deployed in your applications. Generally it means you need to copy all "*-rmi-invoker" bindings
into "*-http-invoker" bindings, replacing
"<invoker-mbean>jboss:service=invoker,type=jrmp</invoker-mbean>" with
"<invoker-mbean>jboss:service=invoker,type=http</invoker-mbean>" for the new bindings. Also you will
need to make the HTTP invoker default for all EJB container configurations replacing
"<invoker-proxy-binding-name>* -rmi-invoker</invoker-proxy-binding-name>" with
"<invoker-proxy-binding-name>* - http-invoker</invoker-proxy-binding-name>" correspondingly.

The easiest (but probably not the right) way for JBoss 4.0.x is to replace the string
'jboss:service=invoker,type=jrmp' with 'jboss:service=invoker,type=http' in this file by any text editor. It may
be not correct if you want to mix both invokers for your EJBs.

B.4.3.5. JBoss EJB3 invoker

The EJB3 invoker which is specified in ‘deploy/ejb3.deployer/META-INF/jboss-service.xml' uses JBoss
remoting mechanism. By default it is bound to socket with a connector listening TCP/IP port 3873. This should
be changed to the servlet locator:

<nbean code="org.jboss.remting.transport. Connector"
nanme="j boss. renmoti ng: t ype=Connect or, nane=Def aul t Ej b3Connect or, handl er =ej b3" >
<depends>j boss. aop: servi ce=Aspect Depl oyer </ depends>
<attribute name="I|nvokerLocator">
servl et://${j boss. bi nd. addr ess}/i nvoker/ E b3l nvoker Ser vl et
</attribute>
<attribute nanme="Configuration">
<handl er s>
<handl er subsyst em="AOP">or g. ] boss. aspects. renoti ng. AOPRenot i ngl nvocat i onHandl er </ handl er >
</ handl er s>
</attribute>
</ mbean>

The corresponding servlet should be added to invoker web application descriptor
(‘http-invoker.sar/invoker.war/WEB-INF/web.xml'):

<servl et >
<servl et - name>Ej b3l nvoker Ser vl et </ ser vl et - name>
<descri ption>
The Serverl nvoker Servl et receives requests via HITP protoco
fromw thin a web contai ner and passes it onto the
Servl et Server | nvoker for processing
</ description>
<servl et-cl ass>
org.jboss.remnting.transport.servlet.web. Server | nvoker Servl et
</servl et-cl ass>
<i nit-paranr
<par am nane>| ocat or Ur | </ par am nanme>
<par am val ue>
servl et://${j boss. bi nd. addr ess}/i nvoker/ Ej b3l nvoker Ser vl et
</ par am val ue>
<descri pti on>
The servl et server invoker |ocator url
</ descri ption>
</init-paran>
<| oad- on- st artup>1</1| oad-on-start up>
</servlet>
<servl et - mappi ng>
<ser vl et - nane>Ej b3l nvoker Ser vl et </ servl et - nane>
<url - pattern>/ E b3l nvoker Servl et/*</url -pattern>
</ servl et - mappi ng>
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B.4.4. Affected JBoss services

AsJRMP invoker is used in many other JBoss services, so it should be replaced. The affected MBeans are
"jboss:service=ClientUserTransaction™ (conf/jboss-service.xml),
"jboss.jmx:type=adaptor,name=Invoker,protocol =jrmp,service=proxyFactory".

B.4.4.1. Client User Transaction

The Client User Transaction service depends on two JRMP Proxy Factories described in the nested MBeans.
Every JRMP proxy factory should be replaced with HTTP proxy factory:

<nmbean
code="org. j boss.t musertx. server. d ientUserTransacti onServi ce"
nanme="j boss: servi ce=Cl i ent User Tr ansact i on"
xmbean- dd="r esour ce: xndesc/ C i ent User Tr ansact i on- xnbean. xm ">
<depends>
<mbean code="org. | boss.invocation. http.server. H t pProxyFactory"
name="j boss: servi ce=proxyFactory, target =Cl i ent User Tr ansact i onFact ory" >
<attribute name="I| nvoker Nane" >j boss: servi ce=i nvoker, t ype=http</attribute>
<attribute name="Jndi Nane">User Tr ansacti onSessi onFact ory</attri bute>
<attribute nanme="Exportedlnterface">
org.jboss.tmusertx.interfaces. User Transacti onSessi onFact ory
</attribute>
<attribute name="Cientlnterceptors">
<i nterceptors>
<i nterceptor>org.jboss. proxy. d i ent Met hodl nt er cept or </ i nt er cept or >
<i nterceptor>org. ] boss. i1 nvocation. | nvokerlnterceptor</interceptor>
</i nt er cept or s>
</attribute>
<depends>j boss: servi ce=i nvoker, t ype=ht t p</ depends>
</ mbean>
</ depends>
<depends optional -attri bute-nane="TxProxyNane" >
<mbean code="org. jboss.invocation. http.server. HttpProxyFactory"
nane="|j boss: servi ce=proxyFactory, t arget =Cl i ent User Tr ansacti on" >
<attribute name="I|nvoker Nane" >j boss: servi ce=i nvoker, type=http</attri bute>
<attribute name="Jndi Name"></attri bute>
<attribute name="Exportedlnterface">
org.jboss.tmusertx.interfaces. User Transacti onSessi on
</attribute>
<attribute name="Clientlnterceptors">
<i ntercept ors>
<i nterceptor>org.jboss. proxy. d i ent Met hodl nt er cept or </ i nt er cept or >
<i nterceptor>org. ] boss. i1 nvocation.|nvokerlnterceptor</interceptor>
</interceptors>
</attribute>
<depends>j boss: servi ce=i nvoker, t ype=htt p</ depends>
</ mbean>
</ depends>
</ mbean>

Note that JRMP Proxy factory attributes differ from attributes of HTTP proxy factory.

B.4.4.2. JMX adaptor

The IMX adaptor is adapted for HTTP as following (‘deploy/jmx-invoker-service.xml'):

<mbean code="org. | boss.invocation. http.server. H t pProxyFactory"
name="j boss. j nx: t ype=adapt or, nane=Il nvoker, prot ocol =htt p, servi ce=pr oxyFact ory" >
<attribute name="Invoker URL">htt ps://wwv. nuxeo. or g/ i nvoker/ JMXI nvoker Servl et </ attri but e>
<depends optional -attribute-name="|nvoker Nane" >j boss. j nx: t ype=adapt or, nane=I| nvoker </ depends>
<attribute name="Exportedlnterface">org.jboss.jnx.adaptor.rm .RM Adaptor</attribute>
/:gttribute nanme="Jndi Nane" >j nx/ i nvoker/ H t pAdapt or </ attri but e>
</ nbean>

and ('deploy/console-mgr.sar/META-INF/jboss-servicexml'):

<mbean code="org. j boss. consol e. manager . Pl ugi nManager "
name="j boss. adm n: servi ce=Pl ugi nManager " >
<depends>j boss. j nx: t ype=adapt or, name=I nvoker, pr ot ocol =htt p, servi ce=pr oxyFact or y</ depends>
<l-- the rest stays Intact -->
</ nbean>

B.4.4.3. Datasource adaptors
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Y ou need to set the invoker explicitly for al deployed data sources. The element <jmx-invoker-name> should
be added to all <local-tx-datasource> and <xa-datasource> elements. Otherwise the server will complain about
missing JRMP invoker which is used by default:

<dat asour ces>

<l ocal -t x- dat asour ce>

<I-- specify explicitly the invoker to use -->
<j nx- i nvoker - nane>j boss: servi ce=i nvoker, t ype=ht t ps</j nx-i nvoker - nanme>
<l-- the rest stays intact -->

</ | ocal -t x- dat asour ce>

</ dat asour ces>

B.5. Installing a Subversion client

The official svnbook isavery good reference for both beginners and advanced subversion users.

B.5.1. Generic subversion clients with linux

The Nuxeo EP source repository is a Subversion repository thus you will need a subversion client to access the
source code. Most Linux distributions provide the svn command line tool. To install it under Ubuntu / Debian:

$ sudo apt-get install subversion

Under Fedora Core, this should become;

$ yuminstall subversion

B.5.2. Windows

For MS Windows, we recommend to use the TortoiseSVN Subversion client. You can also directly use the
Subversion command-line client from Subversion website.

B.6. Installing mercurial

Nuxeo EP source are tracked using Mercurial from Selenic.

B.6.1. Linux

Toinstall the hg command under Ubuntu / Debian :

$ sudo apt-get install nmercuria
Under Fedora Core, this should become:

$ yuminstall nercuria

B.6.2. Windows

For MS Windows, we recommend to use the al in one tortoise bundle provided to you by selenic.

B.6.3. Mac OS
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For Mac OS, our preferred method is to use the darwin ports environment.

$ port install nercuria

B.6.4. Setting a username

If you plan to checkin in nuxeo's hg repositories, you should provide avalid user name. Thisis achieved by
setting the user name property inthe. hgr ¢ settingsfile.

[ui]

usernane = firstnanme | astnanme <you@our-domai n>

B.6.5. Activating pre-integrated extensions

Y ou should activate some pre-integrated extensions for working with nuxeo repositories. Thisis achieved by
adding the following lines to the extensions section of your . hgrc.

iéktensions]

hgext.ng =

hgext . parentrevspec =
hgext . graphl og =

pat chbonmb =
transpl ant =

B.6.6. Using forest

Nuxeo EP sources are available as aforest (nuxeo-ecm: nuxeo-common, NUXeo-core, ...). You're able to extend
the hg internal commands by installing the haforest plugin. One way isto clone the forest hg plugin's
repository.

$ hg clone http://hg.akoha. or g/ hgf or est
. The next step isto declare the plugin into you . hgr ¢ filein the ext ensi on section.

[ ext ensi ons]

hééxt.forest = [your installation path]/forest. py

B.7. Chapter Key Point
In this chapter, we learned:
* how to install a Java development environment (JDK) on your machine

» how toinstall Ant and Maven, two mandatory tools for building and deploying your own projects on top
of the Nuxeo platform

* how toinstall the JBoss AS 4 application server that will act as a container for the Nuxeo application

* how toinstall Mercurial and Subversion clients
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Appendix C. Commercial Support

C.1. About Us

The Nuxeo open source ECM platform is developed and published by Nuxeo SA, a company headquartered in

France, with offices around the world.

Through our commercia offer, Nuxeo Connect, we deliver enterprise-grade functional and technical support,

certified software patches and updates, and management tool s that assist you during every stage of the
application life-cycle - from design and development, throughout testing and deployment, to operations and
monitoring. Nuxeo Connect helps reduce business and technical risks, increase productivity, speed time to
deployment and improve your success rate for al Nuxeo-based projects.

We're aso happy to work with partners, IT Integrators or ISV, to deliver the best possible applications to

customers.

C.2. Contact information

C.2.1. General

Web: www. nuxeo. com

E-mail: contact@nuxeo.com

C.2.2. Europe
18-20, rue Soleillet
75020 Paris - France
Tel: +33140337987

Fax: +3314358 14 15

C.2.3. USA
55 Cambridge Street, Burlington, MA 01803
Tel: +1 781-328-0520

Fax: +1 781-328-0521
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